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Our Data, Our Rights, Our Questions

Data protection law gives Indians a legally enforceable framework to assert their
right to privacy, especially against non-state actors. But govt agencies have too much
latitude. Appellate body needs to have real teeth

Karmanya Singh Sareen

Ten years ago, there was no right to privacy in India.
Today, after Digital Personal Data Protection Act
(DPDPA), 2023 was partially brought into force with the
notification of rules on Nov 13, 2025, we have a law that
provides a legally enforceable framework for Indian users
to assert their right to privacy against state and non-state
actors.

But the law is not perfect. There is still a long way to go
for large data fiduciaries to respect the rights of Indians,
and allow them to meaningfully exercise these rights.
There is probably an even longer way to go towards
making data privacy a fundamental part of govt processes. However, because of the work of so many
individuals and organisations, SC orders, and finally govt, we have this law today. Here’s how it began.

2016 | Before EU’s GDPR law of 2018, and India’s 2017 SC recognition of privacy as a fundamental right in
the Puttaswamy case, data privacy was not a thing. But it became a concern when WhatsApp, which had
originally been privacy-focused, introduced a policy allowing personal user data sharing with Facebook entities,
betraying its own promises.

This involuntary sharing of data with Facebook — that had acquired WhatsApp in 2014 — felt wrong. So we went
to court. First, Delhi HC, and then SC. Govt told SC in 2017 that a data protection law would be in place within
the year. However, it’s taken eight long years to get here.

Gains from DPDPA | Essentially, DPDPA crystallises and recognises the fundamental right to privacy of users
(data principals) against companies (data fiduciaries or data processors) from the perspective of data protection.

Firstly, it applies against the “State”. This means you can assert your rights against private organisations as well
as govt. Under DPDPA, consent must be “free, specific, informed, unconditional, unambiguous with a clear
affirmative action”. This means default opt-in options are not “consent”. Consent must be withdrawable with
comparable ease. So, dark patterns making withdrawal of consent hard will be illegal. Fiduciaries must limit
their processing of the data specifically to purposes for which consent was sought.
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User rights have also been clearly defined in DPDPA, including obtaining of information about processing of
their personal data, plus correction, completion, updation and deletion/erasure of personal data. Yes, you can
legally compel companies to delete your data unless they have a good reason not to.

DPDPA clearly gives a high degree of protection to personal data of children. It also constitutes the Data
Protection Board as the primary regulatory authority, functioning as an independent body and as a digital office.

The Act also has a provision for exemptions for startups for certain data processing activities, balancing ease of
doing business against the right to privacy of users.

Concerns | Some of DPDPA’s aspects are quite glaring, while others will likely improve over time with judicial
intervention. For example, there are broad exceptions for processing of personal data by the State, which are not
clearly defined. This could result in govt overreach.

Furthermore, the Act does not apply to personal data made public by the user. This means any personal data you
yourself make public would not be protected. The Act should ideally apply to all personal data without this
exception, as sometimes intermediaries are involved.

It will also be difficult to know how independent the Board is, given that the appointments will be made by
govt.

RTI Act has also been amended under DPDPA, where Section 44(3) of DPDPA now exempts disclosure of
personal information under RTI. There was, earlier, a public interest exception for disclosure of personal
information under RTI.

DPDPA’s maximum fine of ¥250cr for breaches by fiduciaries might be too small for some large companies.
On the other hand, a fine of up to 10,000 on users for “frivolous” complaints, etc, could disincentivise
legitimate complaints. Also, Board orders can only be appealed before Telecom Disputes Settlement and
Appellate Tribunal (TDSAT), whose chairperson and two members are appointed by Centre. High courts would
have been better appellate bodies.

Better than nothing | Is DPDPA perfect? No, but thanks to it, rights like the right to deletion/erasure of
personal data are legally recognised, and companies are legally bound to respect them.

Over time, | hope that the Board, the appellate tribunal and courts will enforce the law, draw clearer lines on its
subjective parts, and protect citizens’ interests. The journey to see this law become reality has been long. Today,
we have a law that codifies OUR rights on OUR data. And, in my opinion, that’s a good thing.
The writer was a petitioner in 2016’s ‘“WhatsApp Case’
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Inward turn

U.S. isolationism will fuel ethno-nationalism and racist hatred

Editorial

The Donald Trump administration has sparked fresh concern on the global stage after it announced through a
presidential memorandum that the U.S. would be withdrawing from the UN Framework Convention on Climate
Change, as well as 65 other international organisations and platforms, describing these as “contrary to the
interests of the United States”. Having already pulled out of the Paris climate agreement in his first term, Mr.
Trump has now doubled down on plans to end all U.S. commitments to fight climate change by reversing his
predecessor Joe Biden’s actions. Washington has made plans for a quick exit mostly from UN-related agencies
and advisory panels whose mandate relates to climate and renewable energy, gender equality, minority rights,
rule of law and other areas that the Trump administration considers to be supporting diversity and ‘woke’
initiatives.

There is a serious question of real-world impact and damage to the existing order that is engendered by the
U.S.’s impending plunge into pure isolationism. The administration’s wholesale rejection, in early 2025, of
decades of prior institutional commitments to and engagement with the World Health Organization has already
led to setbacks to projects across the developing world that focus on maternal and infant mortality, disease
surveillance, and halting the advance of tuberculosis, malaria and HIV/AIDS — all heavily dependent on
external funding. In the climate change, human rights, labour standards and rule of law contexts, the key
financing channels and impactful leadership momentum have historically been associated with U.S. institutions.
The inevitable vacuum that the Trump White House’s action will produce could actually cede that space to
power players such as China and Russia, whose incentives to support a level playing field in coordinated
international policies with a strong global footprint may not be aligned with the rest of the democratic world.
The world has already been witness, under both Trump administrations, to the deleterious, destabilising
consequences of Washington weaponising trade tariffs as means to achieving political goals. Now this small-
frame view of national self-interest trumping good governance principles for the global commons may become
the modus operandi for the remainder of the 21st century. The very idea of the nation state may face
unprecedented challenges as inward orientation in policymaking will build an ever stronger base for rising
ethno-nationalism and racist hatred of the “other”. History has shown that this gives free rein to the worst
qualities of human nature, with disastrous socio-political consequences.
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AR Tegufed SNeares S0 & o H Ao FEANT I & S AT Fhd U, 399 Ig ¥o5¢ § fon deiequen
W EAN & §¢ & QU RE @ SollA g 9T gl 3Tl HAAHGAI SHIAT G Tell S @I &, i
dero[ue & AR V3 F gHS 1 faed WA A IR W vh W A Y 3R gfay @ gl R
ay 9gol S &F o Tohe! WX gHT AT A7 A6 IARH 3R 38 Tl Tsel & 3§ W IHAWSET -
Al HT IEACET A & Y @MU F| ASel IR a6t A I JRT MR ST AT §, olfehed 319 9
& Tegafa gfder 1 & e AqAR X W@ 81 T § R 3o W@ e @ 3k e s e
3ATT A aTell & & a8 T & T ST iy g2l seanl Far & @ agf & o @gal W § 3
3% Ufd T&dr fGas o1 W §, dfeha a8 ufa 3R srar [Fer g g & 98T W dwg g&dav
F AT ITAT T8 & AR ST A R e F gEARIT oS § o 3HR qfd dged g f
HeATd & AR 38F Aged 7 & g AT S8 F T FF o 3aTF § F [l amae 3 Ay ww @
gET I HAT T HUTolel Y T§ Fared oAcl HdldedT WHAS Tg A fh 30T ol & AT oo Fufaat
Y G GURT ST Fhelll ST & ol [T HROT & Hsht W g, 3Tl Il oAgr Sl ST Fehcll| I T3l
HEIMS ¥ g TE I&d g1 ﬁmmmwﬁg,mmﬁwmwm
W HORX FfdeY o6 W § & 9g WAL] gfAYR Sl &1 Iser &Y QT g1 &0 Hr o fohell der &
goRge §f Gerifehd § 3R $© A g SE HROT 3HA gl W gHer ot fohar a1l 5@ gAe A AR
o & ORI H ATy AT 41| U IR R AR IR soRge U T OEEr Y dl T JAeT, olfehed
o8 givgs vhrr fr Rufaar 3R 3R el e 3mREr ufasut & goa uger & 3l¥s & @
ued g Taseer ¥g ¢ % U Sracle 98 Riged, A S IGHT & WY-ATY GHA H hifast I3
fagifeat @1 3% T AT TEIaT &7 H I EI;T §1 TR T § T H Fedar 65 o e g
Ife S TaT IARET gEALT A T AR § ol 3T 9 WY F gRadA FAT 9| g AT ¥ET gem
T AGT, ifched IRT T T & 99180 gTold & 9T Adh I@AT gIem, Fifch g 3Teh eI fed fifed &l
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siefere 3ade @ #AFd & AT

TATee T, (@S oo RRafegea & ardsee oo § fcde wh §)
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AT IORTST & IS 3R 9RET B Rl STehsad & I U a7 fauclel g1 HRAN SHEEE & 9rd
?Wﬁmaﬁmmﬁaﬁ,a@iﬁﬁ?ﬁaﬁﬁla@w“w ATATASAT T GhelaoT g, ST
qadurielsh HEABIT & AU AT THAR A F TSI F5oh W Gl ool 1 HIET g1 gehr g1 faeafaearery
JATA o H ‘AR hl JARRITAT Fel gl X3 Tg 39 ARG Hh dqAGY T A%herdr g, St 3T o
HAY &GS AGT FoT 9T T TER oIl Saleer & 38 e & 39 ‘@ & ey 3= gwiffewar @
T &

faeafacarera fordt faRuRT i o1l 781, dfce d@fdus & 3l Toa arel adafas FEAT §1 3
cI¥ica Sl YA 3BT oTal, Sfodh TaUae FACRT & MR W s RFRT FEm o & 9 s
IRET TqF I FARF Jeud(fA & deof ofdl §, A9 g8 9= FIefleh ggarel T &ar g1 eliehcdd H wfarer
& T §, W T8 HEYETT HJold & N g =1fev, 3qe favey =Ei| Tgi Aifdera faer =&t & e,
dedr Y Fafea AT & AT F ToThRT ST W &1 9 o1 Tolaiia g e & oy a1 &1 3feR
TA TN B, A IORIST H Hfae deer g o IgIiEa o S §1 a5 3eAla A, afew wawifaw
faearg &1 eor &1 v AT & NendT hadl chig T 3WIST S7hT 1§ AT &l

3 Tifeig 3 WG SAH 6T STARIT AR W =A1de haell @edl W MR a1, &g Siveg &
T g o 38 AR I fGAT| Igh T FI HeTald & HAA @31 A AT g1 ST BT HISA A &
MY Agea & favey IHATGT AR o@Nd ¢, Al g8 duTRer AANG 161 @aTl| a6 HIAUTeT I Hel A=A T
3eex g fhdr cafFa & ofd @eregs{fa 3reler &1 g, W 1A Gfshar @l o Al ol wgruifeehr &
WS W YgR gl dihdd H 3TgAfa I TUH T H giar §, sl W 3Had & g1 I o
STl Ge Y AR & FW AT o, af Ig IUReT & v a5 f&ar g

STAY S HEU HH ARTReD! T I FHAS F Teld g1 Jg FAS & Y Teh sifde 36 gl 56
Ifatr & R el I §, T TS T AT I IIATAS AT Felehrd FeT ¢ HGIAHT & Fg 3T
T fF T 39 & ST & AR & fov aa &, Ry off @orer & O AET &1 Ig Ay Y HGT gHA
oI¢l, dfcsh Teh eliehdlliIeh MTaRIhdl gl A0 Fadaal #T FeH 37 7T RIEAAS fFza0r g1, sfes
JaiRe IR g1 SI9 RdT e gflcaior & Afds FaE 3R 37 &1 dcg &1 e ¥ <@r I, ad
IRET T IARSY @ ST g HEAAT HT &ROT cHl @ «7gl, faunt &r vehdaar @ giar g1 fafaerar
qTeTshA H & o8, et 7 s gl afRu

g T IRUFT ShdT Il TEAAT P ASE & A%y HGACHE IHR HT AT 7] dofel ol IRET Hr
39 TSI T JIA 3ECET TG 3o SET W ISl 8, S Geel 3T g, AR @Ml =i ggell dér &
fagareff, amefior geerfd & gar 3 Hffa Tt arer o wew sfte wanfaa g 81 3 god weAf
oTgt, Taaerar g1 faeafaearery g 3aeht a3t 1 @ 7l Hcl, df 96 A9l FAToIh &lided & I
STl 81 aRET A TArl JneieT H ggia AeTiOeh &ROT e Y W §1 ST GgHle ers & Soid yediHr @
B oY, ar O FT JAST &g 9T AT ST B
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ST H T T H AR F @r@er FX odr ¢l dfgew aeey &1 ¢f@vl Refda dedat a8
Hffeafda & daw qa f & B 7 A TPl & FHGT W RPRwARar g §1 3mRe 7 far
HSHIA dTel HIYUTT I TIETUT g1 fRerdr| o 8 & & Ig 39am &1 & ag 39e 31iffdca W 9’ o
arell {97 & id #HieT W? gfaar &1 $ig o 3eR HATST TS AT 3@SaT A WIS Fe dlel JHTeald Tgal
TET FIAT| AR 39 AfRgeh cTaTAT &l 3UAIG o1l &l TehdT| ‘IUTdedlel 3R ‘GrAlaG S LUl &l 93T
3T AT H T oAt IHheT dar X @ gl

ST HT AlGET Hehe Teh IEY SlGfeh HadiG HT oI&T0l gl MaloielehlNal Sl FHSAT gram o faqer ahr
HPHR S & SIeAcl & HFfgeh [ddeh & FW A6 g1 AT &1 hiodd T 3o ellail T HTeRoT g, Sl
cllehcliTaeh Hale &l HGH N b §| Il ATHAY HT I TSN sl g, d 3§ HHABET Tofellic] Dgar
gl 38 JWd HI JIRRIT & Sl AdraR & hg dedall @Ml 3T AT 37 717 g fb aRex &
TSTelfel 0TS fHFAGIRAT #F ThPR 1|
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TS qATEROT ATeTeh TAETRATAT T BT GATEOT Tatial
AT Sellel T fGT A Teh WEAT e H gl 75 ool & &
fhT 9T 30 YIARRTET & ARTe IJATAd 39l 3R facel
JATOTA daf W ASRAr 7 F7 & g, Fhife wel-wslr o
3YRIUT HRA I 3TSIgar & 3fefehel AN w6 & 91 &1 30
TR T SGEed F §U hard o va sigfaehr 73
e T & &g o & 3@ #Ra 1 wguor TERET & 33
3YHONT & YA & v el weifdai w AR a8 @
TSI 3R HRAT Stefary IR & 3TaR 3 JgT adiaTor
1 giaem 3uelets W@l S0 FIETRITeT 1 T @ &% vgwor
& @IS AN S8 Aslgd el gl dfed gEX g W
feRar wa g & Al Fqer & sud o gl 3R faeret &1 sRIET Sarer A gE| HR Th dsig
Ig o o 58 YR T TSET TR AT AU e & rarar Ah HRT & ST TR g1 FH HROT HAH
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ST ST & ¢ o 588 oo fafasAor, Teres AR oy g #ALgH 3c@ielt &t g e, oad wier &9 &
HRA &1 IeTGEAT T HIer g

W T AT ST ST A A 3| Fdew B REAT A vAS U5 Folld T (ENRST) & N 9T aut (
2020 & HIfas- FraT A SIZA 2019 T 2024 Tdh) HT 3HST IdIT & b S & 44 BEGT U Th o
AT @ g 9euVT & S @ &1 Arel 2025 H ol 30H Aurey WA R U Seffgle a8 ygfvd ae
HiepT a1, foideh aTg & feell 3R IMSATEIE T TG AT| ofd FAT T G gal H el fohcell Wellalreh
g THhT &, TTH IdT TSl Al THR GaRT THG H &F 38 AHARRT & ToIdm g [ arel 2022 & 2024
F a1 ool & SEIPRT ITIATel & T Fr 7R fARAT & ar o F o 3™ 7der 3T, Fife g
I ASTUTEAT JGTUT & ¢ TR A SR STl T &l 57 Teeh Holrar T dATH 3HThs ¢, Sl aaid 8, gEl
el T o A T Rl Sarer 7R ¥ O A, 393U HT S o 9 S §, S Aerd Shae
arg GeWUT & ohdllel & 9T Teh| 39 Tfh TURIT aRITUTAGT & 3TER IIRON AT SE-0R@T ST Feha,
3afoT 3% 3RS JITET g T 3FAG §g TS B

I8 gue & T Shae &1 gl giaarer Sdl gar 3R 9l ) 39 Y egret fgar o= oo g1 5 e
TATS AT N A FARE AT F & TS §, OF 3 g W TN I 3TAUdT AT FA B o9
Y g P ST @ &1 3ok &1 gcar a3 ART o¥avdl W Ush IR Hard g, ofched oliehqem & Uer
s IaTd ¢ fF 9 & 9l Y ITadr Sl & AT <7 § 319 FeT 2,847 FAIRICAT g, fSaa & 1,678
TATNTST & A IIed §1 $o Tod, St goied @ 93 g o €, S 303 Sieglotee X W@ €, olfehel
AT ATy selet hr AL 3HeTaked S ST W@ &1 e 8, FH cleAl Al 9 gl T g1 grelifeh, T Siel
F e 31 gar i oo Iav WA AT FHare rell AT gsa A1gT, FAifeh FeId ¥ AN A1k gar 3R
ATh Gl Sl SAdr &l H1S fGehed 3ucretr 7T &
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