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Held To Ransom

Healthcare sector is a sitting duck to cybercriminals. AIIMS & other hospitals must
shore up security systems

TOI Editorials

The massive ransomware attack that has crippled e-hospital services of AIIMS, Delhi, for the last seven
days highlights the increasing vulnerability of the country’s healthcare infrastructure, and possibly other
critical IT systems, to cybercriminals. The premier public healthcare institute caters to around 15 lakh
outpatients and 80,000 inpatients every year. Consequently, there are fears that the attackers could sell
the now force-encrypted AIIMS databases that contain personal information of patients - including
political leaders, senior administrators and judges - and their healthcare records on the Dark Web.

Of course, what has happened to AIIMS is hardly a local phenomenon. A massive increase in cyberattacks
on healthcare institutes worldwide has been witnessed during the Covid pandemic. According to
research by CloudSEK, the first four months of this year saw cyberattacks on the healthcare industry
increase by 95% compared to the same period last year. And the Indian healthcare sector was the
second-most targeted globally. In the US, the most common target for global ransomware hacks, the
consequences have been particularly devastating - from delaying chemotherapy treatments to diverting
ambulances from a San Diego emergency room after computer systems were frozen. In fact, in July the US
government warned that American hospitals had been targeted by an aggressive ransomware campaign
originating from North Korea.

While the origin of the AIIMS attack is yet to be determined, it is clear that Indian hospitals are even more
vulnerable than their American counterparts given their measly budget for cybersecurity. Add to this the
increasing digitisation of hospital operations and records, and we are looking at a perfect storm. India’s
cybersecurity infrastructure includes agencies like National Informatics Centre and the India Computer
Emergency Response Team (CERT-IN), which are investgating the AIIMS case. But more needs to be
done. The latest industry best practice advocates a ‘3-2-1 backup approach’ for healthcare entities, that
includes saving three copies of each type of data in two different formats, including one offline. Hospitals
seriously need to consider this to ward off future crises.
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To Pick Judges, Go Back To The Constitution’s Idea
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SC rebuts Gol’s suggestion, but NJAC remains the most fair and participatory method
Ravindra Shrivastava, [ Senior advocate |

The Supreme Court has strongly pushed back
against Union law minister Kiran Rijiju’s
equally strong stance against the collegium
system for appointing judges. Even back in
1949, provisions for appointing judges to
constitutional courts saw fierce debate in the
Constituent Assembly. The matter was
considered extremely sensitive, but as enacted
it worked for almost 43 years.

Then came the collegium. Its evolution for
appointing SC and HC judges through the
Second Judges Case (1993) is the product of
flawed thinking of some judges, not necessarily the entire SC, that their “wisdom” is more superior than
the wisdom of the Constituent Assembly, which gave Article 124(2) and Article 217 to “We the People of
India”. This intellectual arrogance drove a brazen invasion of the Constitution by usurping the power of
judicial appointment.

But the history of collegium appointments over three decades has proved those judges utterly wrong. SC
should have known that an appointment system which is not exclusionary but participative of the two
wings alone will work.

e Excluding the executive altogether was contrary to the Constitution.

eThe word “consultation” would mean “concurrence”- declared SC, and added more complication to a
problematic system.

eIt is not that judges do not make mistakes. But to not acknowledge them with an open mind, or miss
opportunities to undo the wrong, is not expected from them.

In the Fourth Judges Case (2015), SC considered the validity of the 99th Constitutional Amendment
(National Judicial Appointments Commission). Experience is the best guide. By then, the country and SC
had observed the collegium’s functioning for two decades. Historywill record it as SC’s failure to course-
correct.

The court was swayed by those who successfully pitched NJAC as a battle between executive and
judiciary. No one knew before about the concept called collegium; it was dropped from the hat in 1993.
SC would have done well to undertake a review of its functioning because no one else could have done it,
the collegium system being a creature of judicial legislation.

Judges in the majority in the Second Judges Case erred in thinking that original provisions in the
Constitution for judges’ appointment lacked safeguards to insulate the process from executive influences.
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A bogey of athreat to the independence of the judiciary has been created, perhaps to arrogate to SC
absolute power of appointment, with minimum or no accountability.

No institution in constitutional democracy is perfect. But an imperfect system must be seen to be striving
towards improvement guided by past experience and this applies more to an institution as fundamental
as the higher judiciary, without which democracy is meaningless. No system has suffered so much
criticism from within and outside as the collegium system. No one can say that the criticism is baseless
and frivolous.

e Serious questions have been raised about the collegium picking up some names and dropping others in
a partisan and unjustified manner.

e There have been instances of gross favours anddisfavours, recommendations made on considerations
less objective and more subjective.

e Selections are akin to choices made or not made, amid whispers of bargaining. The collegium has done
little to dispel the clouds of opaqueness. One cannot expect improvement from the judiciary, which itself

is responsible for the current reputation. Those in Parliament must rise and take this responsibility.

e [ am not arguing in favour of the primacy of the executive either. That was not the intention of the
Constitution makers.

e An acceptable balance of power and participation must exist.

e NJAC was, therefore, a good model. It was plural in character and accorded supremacy to the judiciary.
Appointment of judges is fundamental to the doctrine of independence of judiciary. Process and the
product must both be above suspicion. NJAC deserved a fair chance to work. The 2015 majority view was
wrong in perceiving the Union law minister’s presence in NJAC as a threat to judiciary’s independence.
The law minister is also a constitutional functionary. To believe that the law minister can single-handedly
influence NJAC and bulldoze the Chief Justice of India and two seniormost SC judges is not only illogical

but a sign of too much nervousness.

In appointing judges, SC has to function under the Constitution, to which it owes its existence, and not
above it. On one day of sunshine, hopefully, SC might rethink.

"The EcoNomic 'TIivEes S
Make MGNREGA an Asset-Creation Tool

ET Editorials

With 15. 51 crore enrolled workers, the Mahatma Gandhi National Rural Employment Guarantee Act
(MGNREGA) scheme has, over its 15-year existence, emerged as an important social security
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intervention. Its impact, however, remains patchy. It has failed to deliver on its ‘poverty alleviation’ task
in states that require it the most while providing an avenue for ‘asset creation’ in better-off states. The
review instituted by the ministry of rural development is important and must focus on improving
efficiency of the programme.

The committee will study the factors behind demand for MGNREGA jobs, expenditure trends, inter-state
variations, governance issues and the nature of work undertaken. The review should clarify the
programme’s intended role. Described as a ‘poverty alleviation’ intervention, it is designed as temporary
state support to ensure that families do not slip further into poverty — as emergency relief rather than a
sustained pathway out of poverty. As a safety net, MGNREGA was critical during the pandemic. For those
who got work, 20-80% of income loss due was compensated. But some 39% of eligible households failed
to get work. It is such specific holes in the system that need to be fixed, instead of the scheme ‘widened’
without targeting for the sake of widening. Given the levels of rural unemployment, MGNREGA will
continue to be used even without income disruption events. Here, determining what qualifies as ‘work’
under the programme is critical. Asset creation under the scheme, as done by Gujarat and Kerala, can
provide the basis for permanent employment options.

The review must serve to sharpen and make MGNREGA more effective, providing a safety net to those
who require it while providing a pathway out of poverty.
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Using agencies as political tools

Recent events raise questions about the independence of government agencies
Ravi Reddy

The Telangana government and the Centre have been at loggerheads for a while now. While the Bharatiya
Janata Party (BJP) is making aggressive efforts to expand its influence in the State before the 2023
elections, the Telangana Rashtra Samithi (TRS) is going all out to try and keep its vote base intact. The
two parties pulled out all stops to win the recent Munugode bypoll. The TRS finally came out on top, but
the outcome has led to an ugly political slugfest, with both the parties using government arms and
agencies to ‘fix’ leaders of the other side.

Days before the bypoll, the TRS left the B]JP red-faced by releasing a video in which three persons,
purportedly engaged by the BJP, were heard trying to poach TRS MLAs. The recordings also named the
National General Secretary of the BJP, B.L. Santosh. The government then constituted a Special
Investigation Team headed by the Hyderabad Police Commissioner C.V. Anand to probe the poaching of
MLAs. The Chief Minister released “proof” of his allegations and circulated it to the top judiciary and to
politicians. The BJP expectedly dismissed the video as “false” and accused the TRS of having “undoubtedly
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fabricated video and audio content.” It then knocked the doors of the judiciary seeking relief from the
ongoing probe and succeeded partially.

Soon after this, central investigation agencies, including the Income Tax (IT) Department and the
Enforcement Directorate (ED), began to carry out raids on three Ministers, four MPs and two legislators,
all belonging to the TRS. The ED and IT Department carried out simultaneous searches at multiple
locations, including the residence of Civil Supplies and Backward Classes Welfare Minister Gangula
Kamalakar and the offices of several granite companies in Karimnagar. This was purportedly to probe the
alleged violations of the provisions of the Foreign Exchange Management Act (FEMA), 1999.

The ED also provisionally attached 28 immovable properties and other assets worth 380.65 crore
belonging to TRS MP Nama Nageswara Rao in the alleged money laundering case against Ranchi
Expressways Limited and Madhucon Projects Limited. Mr. Rao is the promoter and director of the
Madhucon Group and personal guarantor to the bank loan defaulted by Ranchi Expressways.

The ED also grilled Animal Husbandry Minister Talasani Srinivas Yadav’s office staff and family members
in an alleged money laundering case pertaining to a casino business.

The three-day IT raids on the residence, office, colleges and hospital of Labour Minister C. Malla Reddy
and his family members capped the dramatic events of the last few weeks. MPs Vaddiraju Ravichandra,
Parthasarathy Reddy, and M. Srinivas Reddy as well as legislators Manchireddy Kishan Reddy and L.
Ramana faced raids too. As searches intensified, Chief Minister K. Chandrasekhar Rao told party leaders
and elected representatives to “stay strong” and not get jittery.

These tit-for-tat acts have led to fear in the TRS and BJP camps. The raids by central agencies appear to be
an attempt to hit the financial sources of the TRS leaders ahead of the 2023 elections. At the same time,
the TRS too wants to corner the BJP leadership with its narrative that the national party is attempting to
poach its leaders. But how far this narrative will succeed remains to be seen as the TRS has equally been
involved in poaching candidates of other parties. Since its landslide victory in 2018, the TRS has
successfully split the Congress by taking more than a dozen of its MLAs and encouraging defections. It has
justified these acts by saying that it invited leaders from other parties in order to achieve “political
stability”. Rival legislature parties merged their groups with the TRS legislature party. But it will not be
easy for the TRS to escape any blame of encouraging poaching and defections that come its way.

What is happening in Telangana is not new. Political parties always look for ways of settling scores with
one another. However, what is worrying is that they don’t hesitate to misuse government agencies in
their political wars. The ED and IT Department as well as State agencies must not only be fair, but also
seen to be fair. The events of the past few weeks raise serious questions about their independent
functioning and in turn about democracy.
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IYAFAT F 50 3 FH gH S &1 N § 3 Afees aweih g w w 9w § o 7 g
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Fo AUy o 81 3 YfAs T A TaRURT #1 TR 9 9IRS FIfdRRdr # o & a8 93
faeraeler aur sreufdewfa g g & d=Rer # gor a7 o a3 yfas wf, B @ ar
AT &l & W §9UT T4 a1 afdest gaATGi-aeerl 1 &3t & d6fed Fg1 X il #Rd # 59
Bl & e R SIS o g JfUaRt | gard & W 3 39 Ay aRgm 7 T3 &
TAFAHOT & AT Uoleled &I dohellh Scoled I 1T gl 8T A, S 9iRad & aIRiag IRaR, I8urd,
iR, SellchR, Afdeh s# fqoretel, ool f@ar 3N FHAAARAT S FHeal W faRawor T @1 a1, 39
AT AR A ARG HT RI&T & Fael 10% & S M| 6RT # S 75 T H HeohodaT 3R & 367
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3T 9T AT H TT @ ¢35 I A &1 T 27 Iy Fr Ir 37y fAF fFarfed g st Afgenst ar
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A AR WA g fF el ag g Fr gF Seelt| ag T §, WA § FA? Fifeh ag 380 e g1 39 W)
AT el T Gald gl 51 oAl Wl F 3Hh SiET Tehol A RIETT T wAeprol Afgen3i @l ‘Aor-sy ar a=r
g5 AfeT FeT Sam §1 98 FANAT & T garg Heqgy Al § 3N Fg dowr A & @ A gar
3ifehd foram STam &1 TXRT HIfSAT & 2008 # QNoT-of Asg T IUAIT AT Y& AT AT| et T SFAIT07AT
qdrch & o 25 & 29 & 30y Y 9T A § U Afgeln IR &1 DT FA TUNT WHRT A AT AR &
HAHA HANSTT T &1 oleT o shael Sie-Yel # UR AT § Sfoch o617 deh HHT 8 Teh Tehol &SI T
TEAT T FH FAT gl
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SAH W &1 37 ¥ F© ar gfar s A T 78 §1 ¢ FHR B & WY fher Riserdt fowe i ==
sdfaw gl 8, Fifh a5 Aol spieh & FglRal & s aaa &1 Wifhd ad &1 nfeX v ager
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wm&ﬂﬁm%%mmmiwymﬁyﬁhwqﬁﬁammwﬁﬁm
g FR BEed & 9fd 3 Ul & Tad deg IV A @i Rouvh W R & ® &1 5%
WAsH & HARFT IR TS Fgal HoT g1 5 WAl A Ig FHASA TR b Fed s o 39a
TIAGER A AGHATIATSN &l 3ATEY el & AT 3Tl ARl ATRAPAT & TS| 3AH glhd TWhR 3R
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ool & AW HRAT GG HEUT IEN T & Fa H AUARY WSS WY I Teh A T ol
Tl &, FIR Jg BN oTd W AIRAT & ek # F3 93 @RI F7 Tohd §1 WHAR W a9 g V& ATl
AR 35 & ¢ f forer off cafed & dafta sSer am 3n%s 9gg FAgcaqul &d €, S8fav 3v¢ Iy g &
TAAT THR T Ggal foFAeRY 8leil T1RT| aidele § 6 09 T Ttalg Ugo T & T & dAUA &
FaeT el Y 9 @ Jepeliehl fAAWeAl T EIaR HIRIRAT & STaeje 3§ Igol H g b el # HAIET
61 fAe et 3meie Sas ST W & P ad # Algg e I & IR 03 ARl F GHH 3ws, @
gHAAET, AT, Alewmel o @ 3R A gfeaat 3R 39 9gd F IR H F sORY AT 3T A
AT 317 ¢ Falel T§ & o6 AT 3oTeht ool SEAATT 8 & Hehell &2 TWholgrer Tt HghaAl T IR 4
T8I gl S @1 & T 38 8% e & $o & 3R o1 @bl §, Afhed 30 " & |y & 3890 S5 TRl
H AH TH IR R 759 E & TS

zg &g g8 @R o S fF AUFERT R ardll of ar O WIS FUT FRAAT T F7ET fr §1 FAIR FATelaR @
ool qfo 58 a1 T Tsel fhaT| S8 STacle I8 9 ¢ 6 fid U g% ¥ THH &7 HaR 30R fonely
AT deheilehl TRTET T dolg ¥ ST I8l ¢ af fohdl d8eaR IRt & gFor & § 3R 39 gear # I@r
A I T F FEH AT TR §| Tg FAT FHSIS A FGAUT FT ATT A6 ¢ TH F T @ &
HHBIST & AT O FACR Jhfoush cTaedr Tl &I S Hehcl g1 dAlchiioh dR W AT I R alieh &
8 T AT ST Fehcl 81 olfehed AT § S dTHH ART & I Tl g AT cyaemsi & 59 @
fSfSTeclientor g1 aram &, 3otepr = g1 STl Qe e TR WX bicieh Eufdar de7 X Fehdl &1 JgT dsig
¢ & R A FY T F dle T IR FaTel AR GIAT H AR 35 W 8

It sEd ggor o rerer-3reler Alhh W R TEAWT IT HUT T dedSE b gl T @ay I W § R
3T & AGAOR 3HF Wi &1 o ggareT 1 a8 ¥ AfFed gleid I8 § & g & AWRA F IR F wed
HdeaTellel STTehRT S[eT X 37¢ f3foieel &9 # W= &1 Fiauw dr §a1$ Sl §, HIN 3o9eh QU o GRiara
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dafas yaifd o & @y o W GEET s e
I & S e o amr & Fr § R o e &
gFd T 0 gEET o Adea &1 P15 arde adier
ST do A8l @rell ST Gl gl glddifh 3f&a ARAT
YA HEATT () $H ST T Yo A0 T 6T, oA fehed
99 I § T TEU NUod Th g0 ¥ AR 33 T Y
FHEAT T WHAT FX @ & o gfdher & far go 3R
Tgell AR g1 SHY TEA HT AW HHASS 0 g
e AT &1 TFH o WAIR & §A H Fgl & 7€ g0
ST & To: UIod el & AT SSlfeia oRIIaR #1d &Y @
g1 IEadrer # NN ATAT A a7l pedy s afietor R
SRINITRITT AT TaTdlelsl Aar3t & Hftd ufsrar g @ qff &1 o7 & &1 wH A &ds e
RIS AT &1 IT 6T &1 feoeh gl &1 @gell § fhaaR 313+ Aol & ORI &9 T & deth TR
foesper e €1 BT 1 fonell ot AU it &l w7gh & B,olfehet | 91efRar & amavel 1 forar o w1 &
3HY AHAT $T 3N N Tl giar g1 TERor B S $8dr seged sEveid Rewiw & feeel giow 3k
IE FHAE F AVAR R W &1 ool gl A gefasia wer Uz Fgrfoe AT arar A o i
3R B §HA &N AHA Gof fohaT §1 JUAR (23 FaraR) a6 7 Fof WH & Il AR Bed da31a HR
Fee g T 3R §c & gar gor & I8 {@HEAW gHer ATl WHIR AH & grar fmar I R g A
ST AN W FH-Coel & fhceteddl A oEmerer 200 w5 9 &1 AT HiT g1 ool giew o @vgr ¢ &
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TFH T U S AT BFT T T AT 36 AT H AL oS T §| IRERE FA F 3R
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3T~ A Seil T Agied deel wrafoe f1 Awmer 1 dg g@nn dev e iR $o A )
o @ R e & 3y & o T AT W E, 3w ~rgarfers 3R wrddfes A Rl e & w9 A
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¢, AR feoqull 3Tv ug W 9% IfFd #T IR & IS &, WA A gl AR HRAT ollehcd & @M AT
G & FUG A T HHAAWT H T T8 ¢ & e, sriorfos 3R =ammarfoe o 39e-3me R
& GHAT FFA AT AR S0 3l AS-AHS AT Al off 318, a9 o Al 3@ & Adea o TARAFT
&I @ gATUT faehrer form |

MY 3reTerd &1 7g AT 3= Setg Sret @ fo Sist i fAgfed afhar & sgd o @A I e 6
ST AT a9 dF 3R, 99 qur & 3T FAEredt # 59.5 o JqHeH ofed § 3R Flie HE @ 71,000
qhcAl ® AueET g1 & H FgFa & w9 off o AeiRer el 3R @t & TSt BT EUROT H
faeeer &1 Afhed Tg TEIN T Teh UEe] &1 GE Uee[ TE ¢ [ Sioil &l AGTehed TishdT H URGTIAT T oleh]
G W AT B W@ § 3R 1993 T TS Frmeier T 3ETRIET W WHN & Sat b Fgfad B
qM| 8 cgaear & A gEaslq & HRIA H TeA A & AU Pidiorgd [@eca H e & a8 o,
s ura ass Seit i g afAfa g 9 R &1 39 IRSRITT & Fard 39 f@TeH W S 3o ofer
g1 ST 8, IRGRIAT $HG &1 IR AT g1 3resT g1 o #ARAT =argarfoe 1§ &l AR
AT Sl & T U AT FATA R TgaT S| AT F AT A€ & HH

FlAfoad BEeA & 9 WX T TET ~ails Agfad e afsa swer ardr § 3 sad d@efed
U fa9Fh 2014 A 36 The § 9IRS $ff T o1, FIR 3Fqe] 2015 A ol i &1 g el S i
o 41 F 38 Pl B IAQAUMAS TAd §C e A fear a1 58 7 Faraddr W) gAd & &9 A
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