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Privacy & Security

SC makes a forceful intervention on Pegasus. Its expert committee has the right remit

TOI Editorials

In giving a clear direction to an expert
committee  constituted by it to
expeditiously probe the Pegasus issue, the
Supreme Court bench headed by CJI NV
Ramana made a giant intervention for the
citizen’s right to privacy. The court
disagreed with Gol's arguments that
sought exemption from judicial review by
citing “national security”. SC took note that
Gol couldn't cogently explain how
answering questions on Pegasus would
endanger national security. Its
observations highlighted again the
importance of finding out whether Pegasus was used with official sanction against citizens. Significantly,
SC said widespread surveillance also deters journalists, who have to protect their sources, from doing their
job.

Pegasus when lodged in target phones can access data, eavesdrop on conversations and allegedly even
perform malicious implants. This is an entirely different order of surveillance from phone tapping.
Therefore, the expert committee’s terms of reference rightly include investigating whether Pegasus was
planted in phones of Indian citizens for surveillance, identifying those surveilled, establish if any
government agency acquired the spyware, and whether lawful procedures were followed for operating it.

Petitioners to SC weren’t opposed to surveillance in national interest and said they wanted no information
affecting national security. Though Gol argued revelations would hamper national security, significantly it
didn’t claim any right to surveillance even when national security or interest isn’t involved. Relying on this,
the court inferred a “broad consensus” that unauthorised surveillance of citizens for reasons other than
national security would be illegal and objectionable.

While admitting limited scope for judicial review in matters of national security, SC also concluded that
this doesn’t entitle the state to “a free pass” every time the spectre of national security is raised: “National
security cannot be the bugbear that the judiciary shies away from, by virtue of its mere mentioning.” In
effect, SC has underscored that individual rights aren’t extinguished merely because the state claims
national security threats.
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The expert committee must also propose more vigorous safeguards to improve existing laws and
procedures for surveillance. The Telegraph Act on phone wiretaps and Information Technology Act on
interception of electronic devices suffer from the infirmity of civil bureaucracy signing off on each other’s
requests. Judicial oversight would enable a measure of independent checks and balances. As malware turns
ever more insidious and governments more techsavvy, the kind of intervention SC did is just what India
needs to build a system that offers meaningful protection of the fundamental right to privacy while not
compromising national security imperatives.

BRLEE
THE HINDU

A Credible Probe

Date:28-10-21

The Centre must fully cooperate with the inquiry instituted by the SC on spyware use
Editorial

The Supreme Court order instituting an independent probe into the possible use of Israeli spyware Pegasus
is an effective intervention to protect citizens from unlawful surveillance, as well as a stern rebuff to the
Government’s attempt to cover up the issue by using the bogey of ‘national security’. It was clear from day
one, following the revelations that nearly 300 of some 50,000 phone numbers allegedly identified for
surveillance belonged to Indians, that the Government would choose to brazen it out rather than hold or
facilitate a credible inquiry. Ultimately, its tactic of sticking to a blanket denial of any wrongdoing, without
acknowledging whether or not the spyware was available to government agencies, failed. The 46-page
order by a Bench headed by the Chief Justice of India, N.V. Ramana, stands out for the enunciation of two
clear principles: that surveillance, or even the knowledge that one could be spied upon, affects the way
individuals exercise their rights, warranting the Court’s intervention; and that there is no omnibus
prohibition on judicial review merely because the spectre of national security is being raised. The Court
deemed unacceptable the Government’s refusal to shed any light on a controversy that involves possible
violation of citizens’ rights and made it clear that national security considerations cannot be used by the
state “to get a free pass”. The Court has approached the issue as one that raises an “Orwellian concern”,
recognising that intrusive surveillance not only violates the right to privacy but also has a chilling effect on
the freedom of the press.

When damning revelations emerged that many phones of journalists, activists and even doctors and court
staff were targets of military-grade spyware designed not only to grab data but also take control of devices,
the Government ought to have responded, as some nations did, with alarm and alacrity. Instead, it resorted
to a bald claim that illegal surveillance is not possible in India, and that the disclosure of whether or not a
particular software suite was used by its agencies would compromise national security. The Court is right
in making it plain that any such concern or claim of immunity ought to have been substantiated on affidavit.
What is quite appalling is that the Government was unwilling even to disclose what action had been taken
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after it admitted in Parliament in 2019 that it was aware of some WhatsApp users being targeted by
Pegasus. Its offer of ordering an inquiry on its own has been rightly rejected by the Court — it would
command little credibility. The Court-supervised panel appears to have the required expertise and
independence, but its success in unravelling the truth may depend on how much information it can extract
from the Government and its surveillance agencies. For its part, the Government would do well to depart
from its record of obfuscation and stonewalling and cooperate with the inquiry.

Date:28-10-21

Strengthening Healthcare

ABHIM can fix the weaknesses in India’s health system

K. Srinath Reddy, [ Cardiologist and epidemiologist, is President, Public Health Foundation of
India. ]

COVID-19 exposed several weaknesses in India’s underfunded health system. Rural primary care is
underfunded and has shortages of staff, equipment, drugs and infrastructure in many parts of the country.
Urban primary healthcare has still not emerged as an active programme in many States. District and
medical college hospitals suffer shortages of specialist doctors and support staff.

The private sector ranges from advanced tertiary care hospitals in big cities to informal and often
unqualified care providers in villages. During the pandemic, it could not assuredly provide affordable care
or deliver vaccines in large parts of India. There was a disconnect between the various levels of care within
the public system, and the private system operated in a separate universe. Most government-funded
healthcare insurance programmes did not cover outpatient care. This patchwork quilt of a mixed
healthcare system frayed fast when challenged by the surging second wave of the virus.

New scheme

Alerted by the experience of the first wave of 2020, the government proposed in the Budget greater
investment in the health system. The Fifteenth Finance Commission too recommended strengthening of
urban and rural primary care, stronger surveillance systems and laboratory capacity as well as creation of
critical care capacity at different levels of the health system. The Pradhan Mantri Ayushman Bharat Health
Infrastructure Mission (ABHIM), announced recently, links these elements. It will support infrastructure
development of 17,788 rural health and wellness centres (HWCs) in seven high-focus States and three
north-eastern States. In addition, 11,044 urban HWCs will be established in close collaboration with Urban
Local Bodies. The various measures of this scheme will extend primary healthcare services across India.
Areas like hypertension, diabetes and mental health will be covered, in addition to existing services.
Concomitantly, the network of centres will build a trained public health workforce that can perform routine
public health functions while responding to a public health emergency.

Support for 3,382 block public health units (BPHUs) in 11 high-focus States and establishment of integrated
district public health laboratories in all 730 districts will strengthen capacity for information technology-
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enabled disease surveillance. To enhance the capabilities for microbial surveillance, a National Platform
for One Health will be established. Four Regional National Institutes of Virology will be established.
Laboratory capacity under the National Centre for Disease Control, the Indian Council of Medical Research
and national research institutions will be strengthened. Fifteen bio-safety level III labs will augment the
capacity for infectious disease control and bio-security.

Many non-COVID-19 patients were denied treatment during the pandemic, as hospitals were crowded.
Critical care hospital blocks, with 50-100 beds, will be established in 602 districts, to enable care for those
with serious infectious diseases without disrupting other services. In non-pandemic situations, this
capacity will be utilised for providing critical care for other disease conditions. For enhancing the level of
disaster response readiness, 15 health emergency operation centres and two container-based mobile
hospitals will be created.

Training public health professionals

There is a need to train and deploy a larger and better skilled health workforce. Upgraded district hospitals
offer the best opportunity for creating new training centres. Public health expertise will be needed for
programme design, delivery, implementation and monitoring in many sectors that impact health. We must
scale up institutional capacity for training public health professionals.

To provide a continuum of care at different levels, HWCs will be linked with the Pradhan Mantri Jan Arogya
Yojana, for all entitled beneficiaries. The hub-and-spoke model of block, district, regional and national
public health laboratories will enable effective microbial surveillance. Private sector participation in
service delivery may be invited by States, as per need and availability.

ABHIM, if financed and implemented efficiently, can strengthen India’s health system by augmenting
capacity in several areas and creating a framework for coordinated functioning at district, state and
national levels. It can enable data-driven decentralised decision-making and people-partnered primary
care at the block level while strengthening national connectivity for delivering universal healthcare. Many
independently functioning programmes will have to work with a common purpose by leaping across
boundaries of separate budget lines and reporting structures. That calls for a change of bureaucratic
mindsets and a cultural shift in Centre-State relations. Perhaps the platforms for active citizen engagement
can catalyse both.

aﬂm m Date:28-10-21
HE gaF® H GAAT §, W FA gAN sqaear # it §
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A A & AGIE-3-6 & A1Y AT (A FAHh FoI1T ATl Th dR Vel o 398 &gl [ 9 ‘Toh o,
U 3R Ih A Wehd &, ofche IE TgT HegT gNNI ApE-3el-6h o a9 o, TH gIh s S
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STa3g MehaT 9RA & Sfefdl &1 LA 56 IR Yiead H1 3TARN HawR § & agd @ @91 319 off sheter &
3R & fov Tay & ® g1 STTasns TR fhal ¢ & IR Hohdel & 3T & 3iiad g, oad gcde &1
SR FAGd & &1 A Thas §: AT HellY Jad, AR (Toid & RO F da1s), Tt (37 & o
¥ @es) AR o 7Y &

Tefear 3R af¥ar & fav 38 2016 & 2020 & T FT 3T STAATA fohar § Fifh T A Tdeor 6T &1
T & fov I8 TsE RaR Taeey §d (TAThTand)-4 & 2015-16 & 3T W AR &1 gTelifh vAvhuaeyd-
5 @d 2019-20 & fham 1T, fShel dgel TOT & Achiel & QAR 2020 # 1 gU Al

Q@ N AYAT A ST &1 $O HRAT GG o 8@ A & [T F& Falel IO, S FG7 o197 ‘o et
1 ‘HH dX W' AT ‘HH Gl & TIv AR & T3S carT @ & R & 9Ivor &l o AT it &r
R Farerdaey §, T off gaeis & uce faaereag 81

STT3ME A1 3y WAT o 3T9R g9 &1 fhaelr e 3zicd Feidy A9 A 8, Ig 07w & fav
THTIHT (HYFd TS T Wi TF Y HITSe) &F ST FEAATT Fel H g § IaAREAdeh 3eIAT MAS &
SH Aol g1 AT ek UgTe h GRRAT W AT I § Fli AT Ud ool fshd F#Arer A gihar
AN & gU g S A B

WFR &1 ear g o Nwgsms & RAE & ‘Foler ghepd 3R a2g 787 &, oo IS w3 sfaafAaa €
3ETEX0T & foU Uge 8o &g, ?qiwé?ammqa?ﬁ'@mam%mﬁd«{d giefr, Safeh
Tgi rfAe ufkar dera & 3@ Fdator W mTRE B, S O aRE I @ Bl W aadid W miRa g1

ST T Ugell GEAT dY B, olfchel q@ir BEAT #ET &1 ST AT & Wy gy & Toee g f 2020 r
wﬁ,aﬁ%ﬁ,méﬁmaﬂ?mﬁ%wﬁaﬁﬁzomﬁaﬁréaasrraaé‘rgmth’

FT &8 9IRT & w7 I (116 2 F 10137 Y&) W T g afRe? are sqsr saw 3¢ @ Ao
A BAY FIW IR A E Bar AT w2 manfeede g Y o Y Y &1 SfRur AREr (S Aedd Fg
g) T gAA J5cR ¥ (96) B| AT H HRA T gfrar & we@ g0 I &1 Fe@ FY a1, 3R @ ooy
& HSIgd Hehcleh T A 8 SW ol R 58 g el e W &
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HRA 7 4@, 9T R TIRET T 2 F AoR3iars fFar S1ar @ €, safav e s #i5 ey a8 g
oTel GINOT FRFAT F Folc ggd FA ¢, oAd 2014 & a6 & R FwAN gl W &1 FAs-19 F Fgcaqer
AT Feg Sl arferd X qivor & fBafa 3R g8 & & &1 I8 3ur 7131 § & uge diessa # Jereartsar
% ¢ TG U TALT AT UIVOT & 53 §EAET T &b 10, ToietehT FHT A gl SI&Y glaT g1 $eieh ¢ gl
¥ arel ST, THAYE GEHTT T TR ﬂmﬁﬁmaﬁﬁg‘él Merhcdl ST gl AR fager denar
o 3T H U b gged WSS & GRIT ST JAT3T i SUCISHAT, Tgel T (dHATSe) HAT & Jolell &
U e weiad &i| a1 ThreioT 65-74% WX AT, FHAYS WA o ToIv ISELAT 78-80% WX 31T a7C &
GEATTT JFar A T&IT 71-78% TR Ar| I1g W fF 9IvoT & Ader sTd & shaed & 1000 f&ar & & ag &
Ja &1 safav, WM&\TWW@W&*H&TSH‘#?WEQ?M&Wqéucﬂl gl ST
gl

GUThEAN & R H ol N7 & AT HeT=Aarsat qur sedt & v el & #sld & SR Selehodror
W%‘I%2OWWWW%WSOW§W$WWWW(W)%I3?1?*7[
QT AE SEAATT el I TN, AGIART & GNIT A SAGIR FAYT ¢ &

STy # faEaR &, AEEnsal g Tholl H Al aTel HIsTel &l J[UTaaT URSA, FUHAHAAT HJ deell JroteT]
& e HAicled o187 I FiAadel dad 3R FfohdT & TEROT S 3T fashed! T il fohar ST Fehell &
TWHN 3T 3N SAeR o |

STAAl

SITHH AT AT ST

i
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C Y TSTAITT H dgelehl HAT &of el JamEH  SIRGE
A @1 forsaat S & fow gia HIE F T Fewdr H
AT ST X 3T e H 31T gl 39 o AATT & diar
HeET ceheiiehl faRIveT 81 AfATT qX AT &1 &3 Hior &
S FEN 3R Feg & e & Rae I S
el i I8 & 99 S FaEHfd 3R @ diee
HLN| AHS HT FAcALMNIdT P WA gmmﬁmaﬁ
FI e UHR GU T §, difs W & R o d H
FS arer YT o g 3N weArs qU F WHA oS S G
W AHG @ GG AR dr Gerdrs g
FOrATefier & HEFLTAT Tt WIS o T B Ageaqut &1
Ig ¢ T gafed 3feTeld o 58 AHS H WHR &l ST HATT Telld Sl Folloldd g1 &T[EDR o 3Heqoer feowar
g7 foh STEET AT F RGN AT S & T S d [adwe GIATT g & 3egAfa & STel dfher srererd
A AR H Y TE Fed U oY AT & T T 9191 & s ¥fad ~amfs Rewnd & 3ee
BT | 3ieTeld 1 Ig feouult 3T R T@ & Ide & AT AT §1 9IEd AT THS 3 & &G TPR
A {90 g 1 &A1 @, 388 Jg T AT foh TAR 380 a9 T RN @ E, Fo B9 @ ¥
IR Fedlg AHA AT A AT AR | W H PR WHR G 8 Sfrd I o 37 I SRAT FleT hAT?
gafaT dga’ FE A1 [ 38 AW Hi ST areld H FIRE 7 g 3R gy @ gy, arel @ ued gt '@l

ITee & fF TWHER W TaIfae Aar3ii, erdd siEdl, 99hRI 3R FTATTSS SiehdIst Igd s ARG
AR T ST HE HT ARG 8| 57 Aol S[ells H S Ig AT AHA AT &l §IMAT gl Farsfiaen
7| fa9aT & WER @ G H FH Heg W AT A A AT H| AfdheT TER o TG Fas| Tod WHN
Tg el W 38 O IS SArgHT AE A | WHN T§ FhR el i Fact W & 380 30 S
HIFEAI T SEAHATS FRAT| ST ATHSH JHeTeld 3 Ggam o 31 IS FI&TT 1 garell & §U 50 IR H g
SRR AT A § FhN AT AT AT| I3 SolISel l STl TATHAT Tg SEHT HFCAAL TTedl
QIMHY §ATdT &1 U FT Srar § & I8 59 TFedIW A A% TSRT A & STl § AT 361 & dgad W
AT g1 U H FaTel 31T oAl A7 fof 7 ¥R TR o 39 el 3R @ler ar #1 38 seaATd
fraT? TR FT 3R T FIS TISC AT Agl [Helad T Teg IS 7Y

AR ARTRST T ARGH FXaE & AHe Tgl o @A AT | &1 safav qdfea 3@ea @ ag afafa
3 a1 @ Y ST AT R 2019 H HARAT ARIRGT & arcaey @idr H Y H ATHT 3R gl & 16
WHR o FAT HeH 3o1v| FATT I ff gar senweh fF Far ART & AFIReT & [Warw seaaa & fov
AR TR, 8 o R, A1 fhdr off i a1 T Tl A WIHd HFeaa) Tlier A1l Jamad ST
HE W Tg TE R I&aT g3 & fF IGT AT H A3 AR WHR AW & fAsiar & I3fdR IR
JfFcAfFT HiT ITTEr FT FHIAT F LT 1 AT FRETW & AT o Tl e@el oAgl 81 &l ) AHerm
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JUEHT

UTEA e AT 31 AR O YT g W SAordg URacll & Heftrd s ) giear & My At &
R #Hua 'TaEe ERd § R o o1 | & 39 T Ueh IRUST 9o dr R S sRa fir
ffard w1 & §1 RO & wgr o § & oRd F SForarg IRade & 3@ F FROT g W1 AT A §
9gd ST 8, 3R FeIh nuerst & FRUT AR H faeuid g @ oot Hr dear aeh @ e W@ R e
T SoT 3MTICTI3 T Jehdle] Heol 16l Y U1 @ o1 67 4@d ¢ foh AN Seelid & SHRUT FRMAR TelaT-37079]
Sollehl H 3TYGIT 3Tel T GTATT §¢T &, 398 a3 YA WX ATUTIA T 3T TAT @l & IRIASET TISA
STLRAT SECICIT BN TAAIHE US STATHC & AUHATIT T Hheled ¢ [ ST & FIH IS AT 39
HRUT el TRIR BISH GAY SHET W S & AR 81 AR H Sofarg IRl & FHmar & oo I8
3T TG T TG HEATT g1 FHA WHAR I I RAIE F IHTAR G AT 916 F FHROT, HHAT T FJaer
3R TehaTl & FHROT TUT FAS G H I areh At fAEATA A Fed 99 a9 W@ AU F agd @
e T, oaa o fhare anfAer §, AlgsY 3m9er3it & FROT gl arell S§1Er &Y 18T 98 9T @ &1 ¢ A
FHSY STeEeR 3R I9AT Sgal T Tshald Sl TSI3 1 3MgRT aeal| Teh 3(ed HATSET HEAT STHeT
arg gL Hiel Tolldel FellgAe REdh 90 ST &l g1 2021 T sahr g=h & 6 g 10 7 g1 2020 #
AR A 3k MIOT FeIcl IMIeTT 3 | RS2 gl 1 39 Ik T HGW 37 GHA g3, el AshalTell I,
IHT HT A8, G of hal oflel o 3R FoIRT AR & e F AT ART o 3 d Ig oIg) 9T ¢ b dg
YT FISeT ScHolel AT dlgal & AT w61 AR HWM T H& HEM| giar &1 &8 37 Meer3d I 3o
3R HI SATET HIIell STHET S dTell & el e ol ¢ foh 2060 b Il YT & ST | GATEROT FHAT
UG TGT T Fgell & [ ARA 3cholel Tl T HIH F @M ¢l G Hi b7 97 W ¢, ARG 1 Serarfaa
& f&d # A FeA 3o gial|
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QI ATHS H 27 7 gafea 3eread o1 Hael TORIaATT &1 3Edd o 39 AFS & Tgdd S $r Jjer
Wmaﬁaﬂﬁwmﬁmwﬁa@*déﬂﬁﬁwmlmﬁaﬁﬂm%@ﬁ%ﬁv
3ETed & UTH G JgT a8 dgaR [ddhed AT| 39 50 TAATAIGS ATHe! HI ST TFAIC HACT HIT| T
AATY & ot S Y & FIC A TEI fevaol FH3d gu g o7 &g 670 & & i v s e ofr Hard
W HOR AAET AT ST Fevcll| A HIE & fed Feedg FAMT e @ & 3R S & fov 316 Fedg &
FAG-WAT 7T a0 Aepel TE fham B1 3rerea 1 gaRaa w@n wifRe & ag g@g & sia RaE g 8@
S| gTelifeh, I8 RAIE Trdetieish 8 AT 81, TE el Hided §, oAlhed oI g3 FdTell & oA fSFHAGR
RN T 3R T AT 37 @ &, a9 N 1ered I & 39 TRFHART FI 3FAE §1 Tg AAAT TR §
fo SraEr & v @ 3@y qlis @ 9ImEE AFCAI T IUAET RRAr T 87 InfEY emes A1 SrgE i
ST &1 T TS §? ATIE S HaATel & A GHA I @R AfSa @A @t arwa

HIS Ak TEl o 3Meel FUfar a gicll, ST Gl HIC AT HaTell & STard Tgel & Aol Sifdl, S & S &
el gscll| Afehet ATTAPIHRATIN & ST HaTer 3aTC &, 3¢ ST 3eTeld HISC e P Hebl, da HHT hT ST
ST g1 S| GIH HIE o A hg &A1 o AN I ATTshrehcdl T celleil I JUH TSCAT THHR A H
aﬁlqlaﬁéﬁqwqﬂﬁ%"lWﬁﬂﬁﬁ%g‘éﬁmﬁﬁmﬁﬂﬁﬁﬁﬂﬁ%mﬁ@?ﬁl 31 §,
S & 916 ETed R 3 Adiel W Ugd| I I S edTe 916 geAars gl & & WA q¥ F gy
et T 91T gl BT 3FE §1 3R ST §S &, Al T§ ST Fod SR § R 3HE 9T A wraer g3 §
T ThATT? gfaar # St dr Sy 1 3fag Q= &, Afhad TeIAT & SRR & 38 30T =81 Al STl
gl Y &7 F NhdT H dF W e FT AT Faem & &, 397 & S § dF & IReRdar| w#mag &
3R SieT-favare @3 g3m §, o dfaure & Qeeh # Fg [ar & a1d g1 g@H RIGR A HAg 7€ gl
Uyl

ool Ferd stra FfAf &1 regerdr gle HIE & qq ~arneier AR Wige YT 3R s@ el Sl
3R FET INRT FEET glaT| T§ AU & ToIU Ueh 3Me S &Y, o & a1 Foien| e o o’ v @i
& T Tg WA FI TR ¢ T el ARSI W R TR & faaw & Afgard sar §7 a8 o g
¢ i S & ghve vfafa Sraer sReRal & smaE wue St hae @ d@gAd 8l wmad & IRy Jra
I TR ofl, 3PR ST W AIS @A AT, d AT & dI¢ GIHART I§ AT 98T 219 Afehed 3R Aeme &l
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deh W @R 3AY & F SIGH H a8 §, o &7 FA & AT ARV ARG FHr e o qTord Wowr |
39 3 FT T ARTI



