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Future Shock

India must quickly develop capabilities to respond to cyberattacks
TOI Editorials

Iran has expressed outrage over a blackout at its underground Natanz atomic facility, which it called an
act of nuclear terrorism. Coming just as Iran and the US were beginning to engage in indirect talks over
reviving the Iran nuclear deal, the blackout is being attributed to a cyberattack, with the needle of
suspicion pointing to Israel. While this could once again raise tensions in the Middle East, the episode
also highlights the reality of cyberwarfare today. In fact, with conventional weapons of mass destruction
having reached frightening proportions, this has incentivised cyberwarfare which requires fewer
resources and can be carried out discreetly.

Cyberwarfare by its very nature is well-suited for grey-zone warfare - where offensive activities are
carried out below the threshold of all-out war - and asymmetric attacks. India faces both these classes of
threats from the China-Pakistan axis. The Union home ministry recently informed Parliament that
cyberattacks rose by almost 300% last year amid the Covid pandemic. Additionally, the Union power
ministry has admitted that state sponsored Chinese hacker groups have tried targeting India’s critical
power infrastructure. One such group called Red Echo is believed to have been behind the Mumbai power
outage last year.

Just imagine the chaos that could be caused by a Chinese or Pakistani cyber strike on an Indian nuclear
facility. In such a scenario, Delhi must cultivate both defensive and offensive cyberwarfare capabilities.
CDS General Bipin Rawat recently revealed that the country is taking steps to counter China’s
cyberwarfare through risk mitigation strategies, building firewalls and recovery systems, and integrating
the three services’ cybersecurity resources. But India remains way behind China in this domain. To
bridge the difference, New Delhi must work closely with the US and other democracies to quickly
upgrade its cyber tech. This is surely another arena where the Quad nations can fruitfully coordinate.
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Mining Policy
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The wrinkles that remain

ET Editorials

It ain’t over till the fat lady sings. In the case of mining reform, strains of the relevant trill indicating the
end of the process would be the clanging of machinery as new mines open up and imports of the very
same minerals that lie buried under Indian soil cease. The recent amendments to the Mines and Minerals
(Development and Regulation) Act (MMDRA) do go a long way in removing hurdles in the path of making
good on the country’s mineral wealth. However, niggles such as unrealistic pricing norms abort local
mining and extend dependence on imports, as in the case of bauxite, the raw material for aluminium.

Among other things, the amended MMDRA puts an end to new captive mines that can only be used to feed
one specific end-user, and transfers, when a lease changes hands, the assorted clearances that a mine
requires to operate to the new lease-holder. Both are immensely useful reforms. Existing captive mines
can sell up to 50% of their output to third parties. These reforms are welcome. Some have criticised the
carry-over of clearances to new operators on the ground that it does not take into account the changes
and their environmental impact since the commencement of mining.This objection really is not to
transfer of clearances when ownership changes but to the absence of periodic renewal of environmental
clearances. It would be a good idea to incorporate environmental impact assessment (EIA) as an ongoing
process. It would minimise environmental hazards, protect health and lives. It would benefit mining
companies as well, averting the sort of penal damages global mining major Vale had to suffer, after the
dam storing its iron ore waste burst and killed 270 people in Brazil.

The same principle applies in the case of holding mandatory public hearings in earnest and carrying local
communities along. With environmental, social and governance (ESG) factors weighing heavily on
allocation decisions of not just small ethical investors but of large institutional capital pools, it will pay to
strengthen the relevant legal provisions and make them stick.
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India and the great power triangle

The dynamic between Russia,China and the US is evolving.Delhi has successfully
managed such flux inthe past,and is now even better poised to do so

C. Raja Mohan, [ The writer is director, Institute of South Asian Studies, National University of
Singapore and a contributing editor on international affairs for The Indian Express ]

The recent visit of Russian foreign minister Sergei Lavrov to Delhi and Islamabad is among multiple signs
of India’s changing relations with the great powers. The others include the dramatic rise of China and
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Beijing’s new assertiveness. At the same time, Delhi’s growing strategic partnerships with the US and
Europe have begun to end India’s prolonged alienation from the West. Meanwhile, New Delhi’s own
relative weight in the international system continues to increase and give greater breadth and depth to
India’s foreign policy.

Change is the only permanent feature of the world and Delhi has no reason to be sentimental about the
past. Consider, for example, the shifts in the triangular relations between Russia, China and America. If
you like to pick nits, you could argue with Lavrov’s claim in Delhi last week about relations between
Moscow and Beijing being in their best-ever phase today. They were probably even better in the 1950s
when Russia and China were ideological soulmates united by expansive economic and security
cooperation.

The leaders of the two nations — Joseph Stalin and Mao Zedong — signed a formal treaty of alliance in
1950. Russia not only invested massively in the economic modernisation of China, but also gave it
technology that made it easier for Beijing to become a nuclear weapon power.

However, by the 1960s, the two communist states were at each other’s throats, arguing about ideology
and a lot else. Dispelling the illusions that communist states don’t fight with each other, the armies of
Russia and China fought each other on their frontier in 1969. The Sino-Soviet split had consequences way
beyond their bilateral relations. None of them more important than the efforts by both Moscow and
Beijing to woo Washington.

The break-up between Russia and China also opened space for Delhi against Beijing after the 1962 war in
the Himalayas. As Sino-Russian relations worsened in the 1960s along with the deterioration of India’s
relations with China, Delhi and Moscow found common interest in balancing Beijing. That did not last too
long though.

Under intense American pressure on Russia in the 1980s, Moscow sought to normalise ties with Beijing.
After the collapse of the Soviet Union, Moscow’s first instinct was to become a part of the political West.
But disappointed with the Western response, Russia turned to build a stronger partnership with China.

Stepping back to the 1960s and 1970s, China strongly objected to Delhi’s partnership with Moscow
(much in the manner that Beijing complains about India’s relations with America today). In a pithy but
vulgar summary of Delhi-Moscow ties, Mao Zedong described them as the Russian bear mounting the
Indian cow. Although the Indo-Russian strategic liaison endured, it was never without its share of
problems that Delhi had to cope with.

Russia, which today resents India’s growing strategic warmth with the US, has its own long history of
collaboration with Washington. Moscow and Washington were allies in defeating Hitler’s Germany and in
constructing the post-War Yalta system on which the current world order rests. The alliance between
Washington and Moscow, however, quickly degenerated into a Cold War by the late 1940s.

But by the turn of the 1960s, Russia was seeking peaceful coexistence with America. Together, Moscow
and Washington laid the foundations for nuclear arms control and sought to develop a new framework
for shared global leadership.

Delhi was happy to welcome Russia’s repeated veto in the United Nations Security Council against Anglo-
American interventions on the Kashmir question. But it was anxious about the dangers of a potential US-
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Russian global condominium. This is not very different from Delhi’s worries these days about America
and China setting up a G-2 over Asia and the world.

Delhi was especially concerned about the Nuclear Nonproliferation Treaty system, with all its constraints
on India’s atomic options, that Moscow and Washington constructed in the late 1960s. Many other global
and regional issues, including Russian interventions in Hungary, Czechoslovakia and Afghanistan, created
political difficulties for India. Delhi never relished Moscow’s ideas on “Asian collective security”. China
was even more visceral in its denunciation of the US-Soviet detente in the 1960s and 1970s. But Mao’s
answer was not in staying away from both, but in leaning towards America.

Although he fought a costly Korean War with the US in the early 1950s, Mao had no difficulty cosying up
to Washington in 1971 to counter the perceived threat from Russia. He was merely following the old
Chinese dictum of “aligning with the far to balance the near”. His successor, Deng Xiaoping, refused to
extend the 1950 security treaty with Russia that expired in 1980.

Deng turned, instead, towards building a solid economic partnership with the US and the West that
helped accelerate China’s rise as a great power. Today, the Chinese economy is nine times larger than that
of Russia. If Moscow was the big brother in the 1950s, Beijing is the senior partner today. It is a reminder
that power balances will inevitably change over time.

Despite all their venting on India joining an “Asian Nato”, China and Russia have not stopped seeking
special bilateral relationships of their own with America. The problem is not about principle, but the
difficulty of finding acceptable terms of accommodation with Washington. Delhi has no reason to rule out
important changes in the way the US, Russia and China relate to each other in the near and medium-term.

The twists and turns in the triangular dynamic between America, Russia and China noted above should
remind us that Moscow and Beijing are not going to be “best friends forever”. Nor will America’s ties with
China and Russia remain permanently frozen. Delhi has successfully managed the past flux in the great
power politics; it is even better positioned today to deal with potential changes among the great powers,
thanks to the size of the Indian economy — it is the sixth-largest in the world — and a more broad-based
foreign policy.

In the last few years, India has finally overcome its historic hesitations in partnering with the US. Delhi
has also intensified its efforts to woo European powers, especially France. Prime Minister Boris Johnson’s
visit to Delhi later this month promises a fresh start in India’s difficult postcolonial ties with Britain. India
is also expanding its ties with Asian middle powers like Japan, Korea and Australia.

The current troubles with China seem to be an unfortunate exception to the upswing in India’s bilateral
ties with global actors. What about Russia? Despite the current differences over Afghanistan and the
Indo-Pacific, Delhi and Moscow have no reason to throw away their mutually beneficial bilateral
partnership. To be sure, their relations with third parties like China and America are evolving. But none
of that change is impossible for Delhi to manage.
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Meet the doctrinal challenge

Battle againstMaoists must have greater clarity,especially in recognising the
ideological underprints of the insurgency

Ram Madhav,[ The writer is member, board of governors, India Foundation]

In the last decade, a Union Home Minister offered the
olive branch of talks to the Maoists if they shun
violence. He also unsuccessfully attempted to deploy
the army in Maoist-insurgency areas. Another Home
Minister believed that the Maoists were losing the
battle and were “on the run”. He advocated aggressive
counterinsurgency measures to end the menace. Yet
the violence and killings did not end. A third minister
is now talking about the government’s resolve to take
the fight to its “logical end”. But the challenge is to
develop clarity about how this logical end can be
reached.

When the Maoists killed 25 senior leaders of the Congress, including V C Shukla, Mahendra Karma and
Nand Kumar Patel, in Chhattisgarh’s Darbha Valley in May 2013, it was billed as the worst attack in
history. There could not have been a greater provocation for tenacious action from the government. But
soon, it was out of memory, until the Maoists struck once again with equal ferocity four years later. This
time it was the CRPF — who Maoists derisively call “broiler chicken” — that became the target. In April
2017, the Maoists attacked and killed 25 CRPF personnel in Sukma district. Wreaths were placed,
sacrifices mourned, aggressive response promised — and soon, that incident too became history.

Last March, they killed 17 personnel of the Chhattisgarh police in ElImagunda forest in Sukma district.
They struck in the same region a few days ago, killing at least 22 jawans of the CAPFs and state police. In
the interim, they were indulging in regular incidents, killing several security forces personnel.

Like the previous incidents, the recent one too shall pass unless the government turns its attention to the
matter in a more structured and comprehensive way. The thing to understand is that Maoism is not just
another form of militancy — it is rooted in political doctrine. Contemporary Maoists are indoctrinated in
classical Maoism, presented by Mao Zedong in his 1937 book Lun Yo6uji Zhan — “On Guerrilla Warfare”.
Guerrilla warfare, according to Mao, has not just a military objective but a political one, too: To gradually
liberate regions from government control and establish people’s governments in those “liberated zones”.

Whether it is Maoism, Islamic radicalism or terrorism in Kashmir, the three major internal security
challenges are all supported by specific doctrines, which are used to brainwash leaders and cadres. This
doctrinal challenge requires a doctrinal response. In the absence of such an approach, governments
resort to romantic heroism, which may give temporary results but the challenges remain and recur.
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The repeated failures of our security forces on the Maoist front do not indicate a lack of government
power. They demonstrate the urgent need for a greater understanding of the challenge. The Maoist
strategy depends on seven important elements: Arousing and organising people; achieving internal
political unity; establishing bases; equipping forces; building national strength; destroying the enemy’s
national strength and regaining lost territories. The people, army and territory are the three main
ingredients of the Maoist guerrilla warfare strategy. In many cases, these three constitute a nation.
Maoists in liberated zones, like the Dandakaranya forests along the borders of Andhra Pradesh,
Chhattisgarh, Orissa and Maharashtra, consider themselves independent nations.

Tackling such a challenge requires meticulous planning on all three fronts. People are the biggest weapon
for the Maoists. Mao insisted that the revolution should begin from areas that are the most remote from
governments. Poor peasants should be indoctrinated and incorporated. The recent visuals of the release
of abducted CRPF jawan Rakeshwar Singh Minhas, in which hundreds of locals can be seen, demonstrate
the popular support that Maoists enjoy. Singular military operations, whether successful or disastrous,
have the potential to push people into the Maoist stranglehold. Therefore, a hybrid approach is needed,
involving civic organisations that can reach out and influence the misguided people, together with
developmental and counterinsurgency activity by the government.

Demilitarising Maoists should be an objective — this has succeeded in Nepal, Bihar and elsewhere in the
past. But it requires deeper engagement with the people in Maoist areas. So far, this engagement was
limited to pro-Maoist intellectuals, who are themselves a problem. It is time the government encouraged
Gandhians and the RSS to come forward. With its vast experience in tribal activism, the RSS leadership
can play an important role in this engagement. It involves risks at one level, but it also engenders
confidence in those sections of the Maoists who are looking for a solution.

The repeated failures of security forces in counterinsurgency operations should be blamed on their
leadership. The Maoist leadership is well-trained. Leaders should be unyielding in their policies —
resolute, loyal, sincere and robust. These men must be well-educated in revolutionary technique, self-
confident, able to establish severe discipline, and to cope with counterpropaganda. Guerrilla strategy
must be based primarily on “alertness, mobility and attack”, Mao wrote. In recent incidents, leader-less
forces were facing the Maoists. It was appalling to see the security forces running helter-skelter, leaving
behind their dead. There was no leadership present to regroup the forces for a counterattack and the
recovery of personnel and weapons.

Territory is the third issue. Area domination is an accepted counterinsurgency strategy. The Maoist
leadership can be targeted not by ill-planned daredevilry but by well-planned area domination. States
like Andhra Pradesh have succeeded in decimating Maoism through area domination. Area domination
does not mean setting up CAPF camps in Maoist areas. Operations must be followed up with rigorous
administrative, developmental and civic activism.

There will be many other tactical challenges, like intelligence gathering, training forces, technology etc.
But the central challenge is to develop an internal security doctrine involving administration,
development agencies, security forces and civil society organisations.
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India’s South Asian opportunity

Peace with Pakistan is not just a bilateral matter, but is essential for India to
transform South Asia

Uday Balakrishnan, [ Teaches at IISc, Bengaluru |

The statement issued by the Director Generals of Military Operations of India and Pakistan, in late
February, that they agree to strictly observe all agreements between the two countries, coincided with a
statement made by Pakistani Prime Minister Imran Khan in Colombo that “our only dispute is Kashmir
and it can only be resolved through dialogue.” This was later strongly endorsed by Pakistan’s Army Chief,
General Qamar Bajwa. This shows that there is a growing, but unstated, realisation that neither country
can wrest parts of Kashmir that each controls from the other. Rather, it is best to focus on resolving
issues that blight the entire subcontinent — poverty, malnutrition and an unconscionable neglect of the
young. It is a realisation that the India-Pakistan animosity hurts regionalism and South Asian growth.

Economic integration

A fair peace between India and Pakistan is not just good for the two states but for all the nations
constituting the South Asian Association for Regional Cooperation (SAARC). Reports such as the World
Bank publication titled ‘A Glass Half Full’ and others from the Asian Development Bank and the European
Union conclude that there is explosive value to be derived from South Asian economic integration.

While SAARC has facilitated limited collaborations among its members, it has remained a victim of India-
Pakistan posturing. As External Affairs Minister S. Jaishankar observed in a December 2020 interview to
this newspaper: “If SAARC is a serious regionalism initiative, and [Pakistan] blocks trade and connectivity
and people-to-people ties... what regionalism are we speaking of?” Now, given that the two countries have
agreed to maintain ceasefire, it is time for India to seize the moment and become more South Asia-
concerned and much less Pakistan-obsessed.

An economically transformed and integrated South Asian region could advantageously link up with
China’s Belt and Road Initiative and even join the Regional Comprehensive Economic Partnership, the
world’s largest trading bloc of 15 countries, accounting for 30% of its GDP, as a much valued partner.

Writing in a commemorative volume in honour of the late Sri Lankan economist Saman Kelegama,
Professor Selim Raihan of the University of Dhaka brings out India’s overwhelming ‘size imbalance’ in
South Asia: “The shares of India in the total land area, population, and real GDP of South Asia in 2016 are
62%, 75%, and 83%, respectively. The two other big countries in South Asia are Pakistan and Bangladesh
with shares in regional GDP of only 7.6% and 5.6%, respectively.”
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Given its size and heft, only India can take the lead in transforming a grossly under-performing region
like South Asia. Collectively with a population of slightly over 1.9 billion, South Asia has a GDP (PPP) of
$12 trillion. Contrast this with the Association of South East Asian Nations (ASEAN). Numbering nearly
700 million, ASEAN has a GDP (PPP) of around $9 trillion and a per capita income which, at $14,000
(PPP), is closing in on China, with member states like Vietnam starting to grow spectacularly.

India’s moment

This is the moment for India to think big and act big by ambitiously aiming to engineer a South Asian
economic miracle in half the time China did. If this sounds impossible, so did China’s rise in 1972. But for
that to happen, India needs to view a peace with Pakistan not as a bilateral matter, to be arrived at
leisurely, if at all, but as essential and urgent, all the while viewing it as a chance of a lifetime, to
dramatically transform South Asia for the better, no less.
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T T gl AT Telled & forv Ffdd A W AR 99 T O T dig7 AR a1 W®ar g1 0 J WaR
a0 dIST Pl A ¢l SHY o Fdd WHR Tl ¥ YA Aol & giar 8, dfosd 36¢ Tollell A
T AT AT &1 oAfehed el &k &1 Usclel Jg aareh & fb $o @9 a¥ & Idesasy o5 &, o
g § 3 # daw FN @Rd A6 @ urr Ay #7 ufr sae @ o 78§ sa% v
SThITel TACER e Usd &l fIoe de Jaall & WHR o aivon &7 & & & 98 ool & dgr & et
TR A1 F1 q REET 9 & v R §| 7R g0H Hioas o= g3 &l

fASTentoT 1 8 TeTea S[e™ T S’ SIRAT AT STl §1 #IR $Hh S0 Iie, AXheAIcHD, Fishamerd 3R
ARG FUR W el AT T Achst 3R JeR 8 Tohdd &1 gl o T & o AR o fAshemor &
T 3eRE &l 1 WEhfas &9 § Ageaqol AT § 8 A save @st # fenfaa far mar § wee
3R widetor, R_AfFETCT, gEEROT T AATT 3R dar &) SRy § SfEer, 1A, gEua, 39, defaad
e sqr Sig # WA IS AT TE & b a4 S @ RAewed w® A ) ol wufFdeor afe garae @
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ar e & F gl F Sl dhd ¥ FAT AFIRST & NVOT AET gIM? TTPNT G & HH I & o
M AR fAfAaer A 3R FeA serch & @y & 57 Gl F1 SEIATS Fol HH F & faw o I g
IR Wk FeAOT ST YihdT d FAT YHIAd giar g1 [oder 3if8s e 89 &7 @ d¢m, i FHodl
3T e Bam| HATh & IR Al &1F e gl A Tehd AR G H ® X 87 SoAar & @ gaAred
AT PR YT & FHSTAT &1 dhl FT e & a1 Wy Fufaar & [faar ar v @6 & g &
$o H fAIA0T &7 S 91T @Y, Feih BRI IR AR ekt g Nod are 7S 7 AR HRd S
UROT Yhe g5 IHHPT GG o 3T g3t # @ S Fhahm &1 2021-22 & §olc # AR 7RI &
fov ardafas &7 3ega Aifa 1 Givom & 98 A FHE Ted Wil &7 H qvdyg & SART TWHR A
HiseIN sgd *a & Sealr AR IR oEhfaw aEt & feay & ASiEr g a1 3% S ) fear S|
Heohd T & O $o A4 & fav & @ g1 ST &, I @ fasrw ghom, ofehed s fafader ik fAsiienor
S & F AR IS FoAldl of g T3 FX | & TSI 3R 3= ared oot ¥ gg| a7 off aor &
AR 3§ #ifaedarg & ST 3 F8T 3UHFAT &7 IT §, AN 98 Uge o H ANRE § 0 F IR
fo=or foel & grat & giar off & o o 379 AR & dieh HoAoT ¥ TSR HE el A5 Heboll|

W= |
Co AL
ol denit o) R
HUEHT

ARG AT & Feudia ST giel SIed 7 AR & [T G 3w &7 # Had R amar R AageT
& AU BRI FEAAT Heh AR & HHA ded AR o] Aol St fve & aolar Jr & g
ARG Feudiad oo AT 30 T AR & oleledd FAT &7 ¥ gl o1 ATl 0 & 3RS Adar
I SH PRATS HT AT I Afehed, JANST  AGoI el T H FgT 6 3q HTASET Fefel & 36AR
Jeudidl & aRHS & T qd AT T T F81 g1 TeAd T8 § 6 AR Jeer & ardafas
SO & ST ARG W@ HAAGT o R GSABhA I GE AFel H U ThAT| YWl & Jaedl o Hgl &
ARG Feudiad AT & FHAT 8T F gl IORT| Jaeal o olaiedy 3y #Rd & v i aRers
1 S w7el TRl IR X arel o19 g § o AR A0 1 95 Fiae 0 AT §5 o9 & & facw
Ff wfS oraig o J$ ool v AmEm g v M wW Ry AN M s@ oamr w od@er @9y waE-400
fAase i mgfd @ anl 3ARH g su Wie & Avey &1 g8 et o & gH ¥ 6 IR HRA Tg
Hler & § o 30 gfaeul &1 WHAT HET U5 TR g1 IARNET A W & AF H R W gl oema
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1 ESuT dY §1 IARAT Jeudid H FHRAS H1 Tk WA Tg T § o ufdeer e & A A AR &
& & W TH ST SR HEN| ARG Adar 1 Jg FRas gu=A S A & v ee Toeifa &
e & off & Al &1 & deg@ #F el e # Sodud we A Rufa 7 ana S wfafear war
€ @1 39T g &I 3H AR Jeudld & IR H AT WU AT| TE I # A g & AT & A &
THAHAT HET W HAGN @ T AN IR oot arel faueh Acnsit 3 3@ARST Jeudia H1 drars
I AR AT THR AT HOEX A W ¢! T Fhart 3iieles S fader gedier 3R srcuaeaent $r geam
37fe FHeal T AR T HT AT T A W AL & [T A= e wT Fehell §1 w7400 & €l
& ey # Ife 3R gfasel fr gt W AT AT § al AT PR A facer Afa $r gem seo
Hehcll § IAT SR FATET I Thal ol
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