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Fourth battlefield

When cyberattacks become asymmetric weapons
TOI Editorials

In one of the most brazen cyberattacks, dozens of Twitter accounts belonging to prominent names in American
politics, entertainment and technology — including Joe Biden, Barack Obama, Kanye West, Bill Gates and Elon
Musk — were hacked last Wednesday to perpetuate a bitcoin scam. A first wave of attacks hit the Twitter
accounts of prominent cryptocurrency leaders and companies. But the second wave targeted famous people,
with the hackers using their accounts to entice people to send in their bitcoins with the fake promise of doubling
them. It’s a scam that has been around since 2018. But the sheer scale of the attack this time suggests a great
degree of organisation, perhaps even state support.

Since so much of our daily lives are now online — from banking transactions to even international diplomacy —
cyberattacks have become a real threat, particularly after Covid. It’s also true that given shifting international
geopolitics and increasing friction between big powers, cyberwarfare has become a part of countries’ arsenal
where groups of hackers work closely with state authorities to carry out asymmetric warfare. It could be in the
form of disinformation campaigns, data theft or direct takedowns of critical infrastructure.

If Russian hackers interfered in the 2016 American presidential elections, alleged Chinese hackers carried out a
massive attack against Australian institutions this June. More recently, suspected Iranian hackers targeted a
water treatment plant, caused a port shutdown, and defaced websites in Israel. In fact, the same tools can be
used by terrorists to cause massive chaos with minimal investment. And it is democracies with their open,
liberal systems that are most susceptible. In that sense, cyberwarfare is a handy tool in the hands of autocratic
regimes to sow discord in democratic nations. The latter, therefore, must do more to shore up their cyber
defences and coordinate among themselves to present a united front against such malicious activities.
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More to rail reform than private trains

ET Editorials
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There’s a path-breaking change of track at the Indian
| Railways (IR). Private sector-operated passenger trains are
planned on over 100 routes, the busiest clusters included,
plus independent regulatory oversight and revenue-share
with IR as bidding parameter. The Railways must also
reform suburban travel, freight pricing and marketing. IR
stares at declining revenue growth amidst overstretched
infrastructure. Note that over 60% of rail routes are more
than 100% utilised. Further, while passenger trains utilise
two-thirds of rail capacity, they generate barely one-third of
the revenue.

Suburban rail services account for three-fourths of
passenger traffic, but yield up to one-seventh of revenues.
This must change, fast. The reliance on local trains for public transport does call for thorough funding reform.
IR could form joint ventures with states to fund local trains. Cash-rich municipal bodies like that in Mumbai
must clearly defray the costs of suburban rail; the national exchequer is simply in no position to do so on a
continuing basis. Heavy subsidy from the Centre for some states’ suburban transport amounts to extra
devolution outside the Finance Commission’s framework, at the expense of poorer states. The policy on ‘local’
passenger fares distorts revenue potential.

N

The subsidy on passenger fares has ballooned to over 33,000 crore, and it is cross-subsidised by freight,
jacking up freight rates and turning them unattractive on most routes and goods. Besides, the Railways remain
heavily dependent on hauling coal for freight revenue, for which rolling-stock capacity can be rationalised with
coal beneficiation. The Railways must foray into white goods, automobile and FMCG segments. For station
upgrades, IR must partner with the private sector.

THE HINDU
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Iran ties need quiet diplomacy

India must continue to remain politically engaged with Tehran despite its partnership plan with
China

Editorial
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As China faces increasing heat from the international
community over its aggressive political and military
postures, ranging from Ladakh in the high Himalayas
with India, the South China Sea region and beyond,
Beijing is also looking to solidify its relations with
Iran in the Middle East as the Shiite power faces a
“maximum pressure” policy from the US in the form
of crippling sanctions and military options. The
foundation of this impending “deal” between Beijing
and Tehran was laid during President Xi Jinping’s
visit to Iran in 2016.

According to reports, Beijing and Tehran are nearing

the conclusion of an extensive trade and military

partnership. For Iran, such a deal could throw the
embattled country a much-needed economic lifeline. Iran is already part of China’s Belt and Road Initiative
(BRI), and in September 2019 China announced its intent to infuse $400 billion worth of investments in Iran’s
oil and gas, infrastructure and transportation sectors. These massive numbers are a direct challenge to both
Western, and more specifically, American economic might on a regional and global stage, but also creating new
geo-political flash points as Beijing expands its reach around the world, which now includes a base in Djibouti,
operations of the Gwadar port in Pakistan, ever increasing naval port calls across the world and so on.

The Iran — China deal is turning out to be a well-timed chimera, with most details available this past week
coming from a report which claims to have got access to a copy of the 18-page proposed agreement. Some
reports initially also suggested that as part of the deal, the geo-strategically important Kish Island in the Persian
Gulf, located at the mouth of the Strait of Hormuz may be ‘sold’ to China. However, these claims were refuted
by Iranian officials.

The US — China tussle arriving in Iran would be a new challenge within a challenge for New Delhi, which has
over the past few years been balancing its relations with the US and Iran.

Despite popular consensus that President Donald Trump’s policy of “maximum pressure” against Tehran has
pushed India in a corner over its relations with the same, it was in fact the administration of former president
Barack Obama that really turned the keys on New Delhi with regard to Iran, pushing the then government of
Manmohan Singh to not only dry the oil trade taps, but also use India’s position with Iran to nudge the regime
towards an agreement with the West on back of economic windfalls the Iranian economy would enjoy if the
deal succeeds. India kowtowed the US line, helping create the narrative to Tehran of an agreement with the
P5+1, curbing oil trade, initially disallowing Iranian banks’ to open branches in Mumbai and so on.
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The migrant’s right to vote

EC must ensure optimal conditions for exercise of this freedom
Teesta Setalvad, [Secretary, Citizens for Justice and Peace]

While the US granted universal adult franchise incrementally, India moved from a restrictive 15 per cent of
Indians having (limited) voting rights to universal adult franchise, driven by the transformative impetus of the
national movement and the ideals of equality and non-discrimination that it threw up.

When it came to voting rights, it was B R Ambedkar’s clarity of vision that resulted in Article 326 of the
Constitution, which not only provided that elections be held on the basis of universal adult franchise, but
ensured that elitist notions of qualifications — such as property ownership — did not exclude individuals from
either voting or standing for elections. Ambedkar had influenced public opinion on the matter for decades,
giving evidence before the Southborough committee, which was recording evidence on designing representative
institutions for the Indian Dominion in 1919. He emphasised that, ultimately, a democratic government was
inseparable from the right to vote, and it was voting that would prove to be (one of) the harbinger(s) of political
education.

“The Assembly has adopted the principle of adult franchise with an abundant faith in the common man and the
ultimate success of democratic rule, and in the full belief that the introduction of democratic government on the
basis of adult suffrage will bring enlightenment and promote the well-being, the standard of life, the comfort,
and the decent living of the common man” — Alladi Krishnaswamy Ayyar

While the US granted universal adult franchise incrementally, India moved from a restrictive 15 per cent of
Indians having (limited) voting rights to universal adult franchise, driven by the transformative impetus of the
national movement and the ideals of equality and non-discrimination that it threw up.

India’s gaze has, for the first time, been turned towards the “migrant labourer”. For Indian democracy to learn
the right lessons from the plight that a sudden lockdown caused this vast section of Indians, a condition that has
been brought before the more settled and privileged sections, including politicians, one crucial element must
surely be to secure to them the right and facility to vote.

The Constitution guarantees freedom of movement to every citizen and freedom to reside in any part of the
country. According to the latest 2011 Census, the number of internal migrants stand at 450 million (45 crore), a
45 per cent surge from the 2001 census. Among these, 26 per cent of the migration, that is, 117 million (11.7
crore), occurs inter-district within the same state while 12 per cent of the migration, that is, 54 million (5.4
crore), occurs inter-state. Both official and independent experts admit that this number is underestimated.
Circular migration accounts for those migrants who have not permanently relocated to host cities, and instead
circulate between host and home cities. For instance, short-term and circular migration could itself amount to
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60-65 million migrants (6-6.5 crore), which including family members could approach 100 million itself (10
crore). Half of these are inter-state migrants.

Migrant labourers mostly hail from most poverty-driven rural areas and from among the most marginalised
sections (SC/STs and OBCs, and other minorities, including Muslims). They are mostly uneducated, and lack
assets including land. As of 2011, Uttar Pradesh and Bihar were the largest source of inter-state migrants, with
83 lakh and 63 lakh migrants respectively.

Most migrant voters have voter cards for their home constituency. A 2012 study showed that 78 per cent of
migrant labourers surveyed possessed voter ID cards and had names on voters lists in their home cities.
Economic constraints disable a majority of them from voting as they cannot, in the midst of harsh work cycles,
commute to their home states on the polling day. One survey shows that only 48 per cent of those surveyed
voted in the 2009 Lok Sabha elections, when the national average was 59.7 per cent. These patterns have stayed
consistent. In the 2019 Lok Sabha polls, major sender states such as Bihar and UP had among the lowest voter
turnout rates at 57.33 per cent and 59.21 per cent respectively, while the national average was 67.4 per cent.

Given the nature of migration being circular and seasonal, migrants are not permanent/long-term residents in
host cities and do not satisfy the requirements of being an “ordinary resident” under Section 20 of the
Representation of People Act, (RP Act), in the host state, to obtain voter cards. They are, therefore, unable to
transfer their constituency. Only 10 per cent of migrant labourers surveyed possessed voter IDs in their host
cities.

The Inter-State Migrant Workmen Act, 1979 was passed to ensure guarantees against the exploitation of
migrant labourers. This law requires the Centre (and states) to maintain updated records of such work. This data
needs to be accurately maintained and sourced by the Election Commission of India (ECI).

The ECI has under Section 60(c) of the RP Act the power to notify a certain class of persons to vote via postal
ballot. The ECI’s much proclaimed mission to ensure “no voters are left behind” has resulted in attempts to
ensure a secure system of postal ballots. In the 2019 Lok Sabha elections, more than 28 lakh votes were
received via postal ballots. The Indian migrant worker deserves the secured right to have access to vote through
a similar system.

The Supreme Court has interpreted the right to vote as an extension of the fundamental right of the freedom of
expression. This brings with it a positive obligation on the ECI to ensure optimal conditions for the exercise of
this freedom. Ensuring this fundamental freedom to the Indian migrant worker, regardless of caste, gender,
creed, ethnicity or faith, therefore, is a constitutional obligation of the ECI. The failure to ensure that this “class
of Indians” is legitimately allowed to exercise its franchise is tantamount to invisibilising their security, dignity
and overall well-being from the political discourse of the country.

Ambedkar’s prescience on right to vote for “Untouchables” bears note. He had observed that, “the right of
representation and the right to hold office under the State are the two most important rights that make up
citizenship”. India would do well to extend this vision to a long invisibilised section of Indians to ensure that
they, too, are educated into political life.
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§eINE O FHdd %ﬁﬁw@mﬁﬁﬁﬁmm%m@ﬂﬁ«mm341?‘rq§w<4|G|THq»o1
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HIHATAT YT 33T UTfehedTel

g T, (3ifeadax Rad w3see)

HANTUT ST H HRAT TTAIhT & A & SRIeT aifehediel & Sl 3739 o9, 98 3§h ek
qgd gV 3Ty U7 Ag A1l ARG A fAfdedT AR Sh-AF Helrbrd B AT B off, [ TISGT
HeTedd & HES & ded TR AL Ulichedisl $H HAoqy A HIR 9 H HHAASTHAT Ggallel T Hiehr
3mar, @ F f% o arahd fr RS f @aw g, afed st-gamd ot sers A v arfeneanh
IR off @8l Hisg T AHAT AR W REHR TdE & IS Toreide w1 IR afed @ s
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Fife FRTT afdd & a9 9 Ja1G F FIg AT A&7 gl

T fogreT @ UIfehedle &1 Ig AT AR & Y&l Holgd Hlal gl Yfh UIiheael # Feled & HAdMh
SYIEYTT &g ol HR IHARISET 37eTeld & hifel & dd HRAT ToTolidehl P FAHNOT Sed & A=
SITSTAT o1, TIIETS 31 HAThIA HT THH ST & YR W §HA AL IeTeld HT Iarel e &
Gewel Hehd ¢ 39 Ig arar Holgdl & fhar 57 Feohll & o Serd & Hohe A ﬁmﬁwéﬁ@ﬁﬁw
A BT 3MMCRN T SMT| Jererd & Fg o JeRer &1 S Fehell § foh 50 Hhed @I fohdl T STE Tollel
T EFA &, ST Y HN g¥ AR Il T I g TRl SUF Ag Th el AfRAT &, W AT F3HeR vrad
& IAWTSET 3ETeld H ST gART SIAGRT &l AR T Tl AT

$H Q GHIOT H1 T 3 Ig o § 6 porewor & fWerd uifredier & urH @1 31 g AL 8, HRA Tg
YT T FEaT AT 1 AR IsiIdehl HI Tg HAhd SATAT gl 2, dIfeh TIfehediel &1 A 3rered &
FATOT HT BT T FoIl I oAl & ST Teh| FHHT Adeld AT foh 37eTeid ITieheclal T glcll, dehrer i
340 & g 3R g foRg Y aifreare sea| O off, aoifeare & F139ex taag & arer der &1, ar Jg
Thd & TF 98 319 off o g 1 domr A &, TA@ IH 3Mered A FHors T H Hll SRR garg ST
qh|

aIfhEdreT FT =T 31ereld fhg dlF T H1H AT &, SHPT ST 8Tl 8 H YA gShIc & Th hge I
BIaT B BISHIE & o@remr 200 U/ ATFALT & HHAS I IR-Flofell I 8, [T W GgUeerd] & Hehed
IS 3METeldl # TelT aT | BISHIC H e AT & 37 @l 1 Forr urfeedel & Fiefed & Worreh & 718
Y| 3eTad o I8 off FeT F &} 3NN afFd & 9 397 Tug F ghid @ 3R a6 9T WA AT
3SR BT &, ofehet WIS 3rarerd # W 1S glawr 3R & 767 & 781 FS gaa o 91 7@ v
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T, A% IR oM Tl Gl & TS| FHold 0T S HHT $HY a7 et g1 3oioh TWellh Fod dr gy
d1d, 31 & arereie ¢ arf@e =g & 7 &I

3, a1 &M & ot W TR AT T A AT FHealidd alih @ [Fheldl g1 THH gHER & 9
WS & WS F -3l b AHA HT Forstl a1 STl &1 W Coera T8 § % R g wifeedrsr & Red
I TS g1 b &1 Sfaveliy Haul 7 Scfell H3zaree 3T gl § foh Sl gl S Whorgrel HIS FHIGAT
d fe@ W W A, 3eIE FARSE feteld ¥ € g1 FE aole & fh Poryur Sud # Hel W
qIfREareT e & gT-Thelgledl 3 37HS | 3e7h T1Y TRSNd ol 8T & Hehdl, AP TEolid Hl
AT Siel F I@T AT AT, STafeh Hrsoo1 Bist @ Rl & g1 gfh I8 #gen wdr a3k g, safav I
37¢ PO gIaT &, ol ¥R A gqehT et gfafsrar g, [S@er ehareT qrfhedis @l g1 Hehel &

3780 ATfehEcTel FHefdNOT & SEIAT R & [Weh 30l AR & AT &ar @l 50 gl ag Jg o
ST ST Gl § 6 TAREde & 9018 W) grelid & dotg fagel dred g1 gTeliteh, Ig 3r@ferad &
e & & Sefg oer arihEdte i AfddT F 0 @ Tw § 3R 3 fAgle e & YT @ @ gl
T §1d 3R TWod o T7T @ &l I F Jg a1d T T ¢ o IoR o[ AHh FTIA & & Th
GRSl T Hee @ UTfehEciel GHAT TSiET MSTHINS & FHold[N0T STEd &l 3HIrar fhdm oAT| Sead=a § &
3o & Red ImeTass & foae Ao &, 3de1 & suen grear et & o §1 98 a9 § & v
WA & dlG 3¢ ISTHIS o I TIRET & @ 3R S A 308 TAH g S g@-glaure &1 o @r
g1 eT o T § F 3¢ arfoamell Jaedl UgHTeleds TgHTe @ dig TR 8l (38 ReT gier 96) &1 Al
fem ST wehar &1 foigTsT FesEoT H ITH 3eTeld H AT A W AREAA EFARIA T IR H T
grdeifae gl &1 ot 3T &1

SEYETel, FelUT & A H IIfhedled I FTHIA fFcfell AR &, SHH IdT SH Th d2F & Joadl & &
SIS 3eTehl 319TaT fohaT 1T AT, O T TTY el g & 93T el AT F| Th H 3e¢ FdaT T HIe 600
fohciiaer g¥ TeeR (Feffuedre) # FREAR e $H a1 &gl a5 oY, df gy 9= & Fdar #, 3 W
S #H Ieg HIMAedl WA IR FA §C Iohsal N 9T FE TS| A9 T & PRFId W AT 3rerer-
37197 AT TTHS 31U, aF GHST ST ohal ¢ & T Fder sAT g1
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