
 

Ransomware attacks and cyber security

Standing e-gilant at the gates

By Siddharth Vishwanath,The writer is partner, 

A new wave of the Petya ransomware variation has been affecting a significant number of organisations across a 
wide range of industries since June 27. Petya has now been redubbed as ‘NotPetya’, and increasingly tongue
cheek variants of that name — Petna, Pneytna, etc 
havoc.Many victims have already been observed, including multiple entities within Ukraine, Spain, the Netherlands 
and Britain. This is reminiscent of the Wan
compromising a similarly broad range of organisations at speed.Petya is known for its unusual encryption method, 
which seeks to encrypt data at a more basic level, preventing the machine from booting
privileges are unable to be obtained via the Petya malware, encryption can still occur using the typical ransomware 
approach of encrypting at the file level.Many companies have issued technical advisories to their client information 
technology (IT) and cyber security teams on preventing, detecting and responding to the malware.

However, doing the basics right cannot be overemphasised. The threat is far more complicated than what meets 
the eye.Immediate measures would include actions su
updating anti-virus signatures. These are the basic controls that, when rigorously followed, would go a long way in 
safeguarding the proverbial crown jewels.There are many pragmatic steps that organisat
the likelihood of incidents, limit their impact when such a strike does occur, and to recover swiftly and effectively. 
These span several aspects of IT operations and security.

Some of the steps include the ability to restore system
mission-critical assets have a robust backup mechanism. Another important step is to have effective incident
response plans in place.The golden tenet continues to be having strong security hygiene p
awareness to prevent ransomware entering your IT environment through both technical controls and vigilant 
employees. Rigorous patch and vulnerability management is another area to be constantly monitored since this 
ensures that you make effective use of work already done to address vulnerabilities.The focus of cyber criminals 
who launch ransomware is usually monetary gains. But at times, they could also be purely focused on disruption of 
services. The latter is usually the case if it is a t
the impact of paying ransom on future campaigns. Simply put, the criminal mastermind today has a greater 
incentive to carry out such attacks because of the monetary gains that it promises. A
cryptocurrencies like bitcoin, with its promise of anonymity, only adds more fuel to the fire.

Such campaigns are no longer acts carried out by individuals, but a more sophisticated, coordinated global effort 
that mimics many of the collaborative and efficient practices modern
those corporate entities, a certain amount of the ransom received is reinvested to develop and enhance attacks in 
the future.India is rapidly moving towards becoming a digita
nature? WannaCry and Petya are mere tips of the iceberg. The threat is real. It is an impending crisis that can not 
only cause financial loss but can also affect business continuity and reputations. Cybersecu
apriority for any business, any country.India needs to move faster with strategic procedures to prevent such 
attacks with the following measures: 
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Ransomware attacks and cyber security 
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A new wave of the Petya ransomware variation has been affecting a significant number of organisations across a 
wide range of industries since June 27. Petya has now been redubbed as ‘NotPetya’, and increasingly tongue

Petna, Pneytna, etc — have also been given to the virus that has been wreaking 
havoc.Many victims have already been observed, including multiple entities within Ukraine, Spain, the Netherlands 
and Britain. This is reminiscent of the WannaCry outbreak in May, which also had a worldwide reach, 
compromising a similarly broad range of organisations at speed.Petya is known for its unusual encryption method, 
which seeks to encrypt data at a more basic level, preventing the machine from booting
privileges are unable to be obtained via the Petya malware, encryption can still occur using the typical ransomware 
approach of encrypting at the file level.Many companies have issued technical advisories to their client information 
echnology (IT) and cyber security teams on preventing, detecting and responding to the malware.

However, doing the basics right cannot be overemphasised. The threat is far more complicated than what meets 
the eye.Immediate measures would include actions such as the patching of systems in a timely manner, and 

virus signatures. These are the basic controls that, when rigorously followed, would go a long way in 
safeguarding the proverbial crown jewels.There are many pragmatic steps that organisat
the likelihood of incidents, limit their impact when such a strike does occur, and to recover swiftly and effectively. 
These span several aspects of IT operations and security. 

Some of the steps include the ability to restore systems rapidly from backups. It is important that at least the 
critical assets have a robust backup mechanism. Another important step is to have effective incident

response plans in place.The golden tenet continues to be having strong security hygiene p
awareness to prevent ransomware entering your IT environment through both technical controls and vigilant 
employees. Rigorous patch and vulnerability management is another area to be constantly monitored since this 

fective use of work already done to address vulnerabilities.The focus of cyber criminals 
who launch ransomware is usually monetary gains. But at times, they could also be purely focused on disruption of 
services. The latter is usually the case if it is a targeted attack.Another important, but often overlooked, aspect is 
the impact of paying ransom on future campaigns. Simply put, the criminal mastermind today has a greater 
incentive to carry out such attacks because of the monetary gains that it promises. A
cryptocurrencies like bitcoin, with its promise of anonymity, only adds more fuel to the fire.

Such campaigns are no longer acts carried out by individuals, but a more sophisticated, coordinated global effort 
orative and efficient practices modern-day corporates are known for.And just like 

those corporate entities, a certain amount of the ransom received is reinvested to develop and enhance attacks in 
the future.India is rapidly moving towards becoming a digital economy. Are we prepared for a threat of this 
nature? WannaCry and Petya are mere tips of the iceberg. The threat is real. It is an impending crisis that can not 
only cause financial loss but can also affect business continuity and reputations. Cybersecu
apriority for any business, any country.India needs to move faster with strategic procedures to prevent such 
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A new wave of the Petya ransomware variation has been affecting a significant number of organisations across a 
wide range of industries since June 27. Petya has now been redubbed as ‘NotPetya’, and increasingly tongue-in-

have also been given to the virus that has been wreaking 
havoc.Many victims have already been observed, including multiple entities within Ukraine, Spain, the Netherlands 

naCry outbreak in May, which also had a worldwide reach, 
compromising a similarly broad range of organisations at speed.Petya is known for its unusual encryption method, 
which seeks to encrypt data at a more basic level, preventing the machine from booting.And if administrator 
privileges are unable to be obtained via the Petya malware, encryption can still occur using the typical ransomware 
approach of encrypting at the file level.Many companies have issued technical advisories to their client information 
echnology (IT) and cyber security teams on preventing, detecting and responding to the malware. 

However, doing the basics right cannot be overemphasised. The threat is far more complicated than what meets 
ch as the patching of systems in a timely manner, and 

virus signatures. These are the basic controls that, when rigorously followed, would go a long way in 
safeguarding the proverbial crown jewels.There are many pragmatic steps that organisations can take to reduce 
the likelihood of incidents, limit their impact when such a strike does occur, and to recover swiftly and effectively. 

s rapidly from backups. It is important that at least the 
critical assets have a robust backup mechanism. Another important step is to have effective incident-

response plans in place.The golden tenet continues to be having strong security hygiene policies and user 
awareness to prevent ransomware entering your IT environment through both technical controls and vigilant 
employees. Rigorous patch and vulnerability management is another area to be constantly monitored since this 

fective use of work already done to address vulnerabilities.The focus of cyber criminals 
who launch ransomware is usually monetary gains. But at times, they could also be purely focused on disruption of 

argeted attack.Another important, but often overlooked, aspect is 
the impact of paying ransom on future campaigns. Simply put, the criminal mastermind today has a greater 
incentive to carry out such attacks because of the monetary gains that it promises. And the advent of 
cryptocurrencies like bitcoin, with its promise of anonymity, only adds more fuel to the fire. 

Such campaigns are no longer acts carried out by individuals, but a more sophisticated, coordinated global effort 
day corporates are known for.And just like 

those corporate entities, a certain amount of the ransom received is reinvested to develop and enhance attacks in 
l economy. Are we prepared for a threat of this 

nature? WannaCry and Petya are mere tips of the iceberg. The threat is real. It is an impending crisis that can not 
only cause financial loss but can also affect business continuity and reputations. Cybersecurity needs to become 
apriority for any business, any country.India needs to move faster with strategic procedures to prevent such 
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Immediate measures: 

* Patch all Microsoft systems.* Update anti-virus on all systems.* Strengthen the email filtering and spam 
gateway.* Implement additional firewall rules, web gateway rules and detection mechanisms mentioned in 
detailed advisories. 

Strategic measures: 

* Robust IT disaster recovery plans: Ensuring that individual user systems and key servers can be restored rapidly 
from backups.* Strong security hygiene policies and user awareness: Preventing ransomware entering your IT 
environment through the most common delivery vectors.* Rigorous patch and vulnerability management: Ensuring 
that known vulnerabilities are not exploited by attackers.* Crisis and incident response planning and exercising: 
Ensuring that there are organisational capabilities to restore service to employees and customers.

 

                                                    Date: 01-07-17 

प क  फसलपट्टी पर जरा संभलकर चल 

वेद ताप वै दक भारतीय िवदशे नीित प रषद के अ य ,(य ेलखेक के अपन ेिवचार ह।) 

धानमं ी नरे  मोदी के अमे रका जाने के पहल ेअंदेशा यह था क रा पित डोना ड प उनसे पता नह  कैसा वहार करग।े पूव अमे रक  

रा पित बराक ओबामा के साथ मोदी क  जुगलबंदी यात थी और प इस बात के िलए िव यात हो गए ह क व ेओबामावाद को शीषासन 

कराने पर तुल े ए ह। ऐसे म हम यह मानकर चल रह ेथ े क मोदी क  इस अमे रका-या ा के दौरान य द कोई गड़बड़ न हो तो यही बड़ी 

उपलि ध होगी। अमे रका के साथ साम रक गठबधंन वाल ेदेश  जमनी और ऑ ेिलया के नेता  को प ने िजस तरह आड़ ेहाथ  िलया ह,ै उसे 

देखते ए यह उ मीद नह  थी क व ेमोदी को गल ेलगाएगं।े एच1बी वीज़ा और पे रस जलवायु समझौते को लेकर प ने भारत पर जो तेज़ाब 

उड़ेला था, उसके संदभ म लगा था क हाइट हाउस म कह  मोदी और प के बीच कोई मुठभेड़ न हो जाए। 
  

ले कन मुठभेड़ क  बजाय दोन  नेता  म गल-िमल वल इतनी तगड़ी ई क शायद पहल े क ह  दो नेता  के बीच नह  ई। यह मूलतः 

इ लामी रवाज ह ैले कन, इस मामले म मोदी न ेअरब  को भी मात दे दी। दोन  नेता एक-दसूरे से इतन ेखुश दखाई दए क दोन  ने एक-दसूरे 

को ‘महान’ कह डाला। प ने भारत को अमे रका का ‘स ा िम ’ घोिषत कया। मोदी को भािवत करन ेम प ने कोई कसर नह  छोड़ी। 

अपनी प ी मेलािनया और बेटी इवांका से भी मोदी का वागत करवा दया। प इससे भी आग ेिनकल गए। मोदी के वा शगटन प चंने के कुछ 

घंट  पहल ेही िहजबलु मुजािह ीन के सरगना सला दद्ीन को उ ह ने िव -आतंक  घोिषत करवा दया। पा क तान झुंझला उठा। भारतीय  

को संदेश िमला क उनके रसते घाव  पर मरहम लगाने वाला कोई नेता ह ैतो वह प ही ह।इतना ही नह , संयु  व  म अमे रका ने 

पा क तान से मांग क  क वह मुंबई और पठानकोट के हमलावर  को शी  दंिडत करे। उसने भारत के साथ िमलकर आतंकवाद के िखलाफ 

संयु  अिभयान चलान ेक  भी घोषणा क । भारत को खुश करन ेके िलए चीन क  ‘वन बे ट, वन रोड’ योजना पर कहा क वह संबंिधत रा  
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क  सं भुता और सीमा  का उ लघंन न करे। उसका इशारा पा क तानी क ज ेके क मीर-िगलिगत म से चीनी सड़क बनाने क  तरफ था। इस 

समय भारत क  दो ही दखुती रग ह। चीन और पा क तान! प न ेदोन  पर मरहम लगा दया। 
 

इसी कार प न ेमोदी को यह िव ास भी दलाया क भारत के आ थक िवकास म अमे रका क  गहरी िच ह।ै वह भारत को गैस स लाई 

करना चाहता ह,ै खेती क  नई-नई तकनीक देना चाहता ह ैऔर ऐसे आ थक उप म शु  करना चाहता ह,ै िजनसे दोन  देश  म लाख  रोजगार 

पैदा ह । प का असली प इ ह  बयान  म कट होता ह। व ेमूलतः ापारी ह। ापारी के िलए ाहक भगवान होता ह।ै वह उसे पटाने के 

िलए स ज-बाग  का अंबार लगा देता ह।ै प ने भी लगाए। उ ह ने मोदी से कहा क दिुनया के सव े  हिथयार अमे रका म बनत ेह। वह उ ह 

भारत को सहष देने के िलए तैयार ह।ै प न ेइस त य क  भी भरपूर तारीफ क  क भारत ने अमे रका से एक साथ 100 नए हवाई जहाज 

खरीदे ह। इतना बड़ा ऑडर अमे रका को आज तक कसी भी दशे से नह  िमला ह।ै अमे रका भारत को ‘सी गा डयन ोन’ भी बेचना चाहता ह,ै 

िजनक  क मत दो अरब डा◌ॅलर ह।ै प न ेमोदी के दमाग म यह बात िबठा दी ह ै क आप अमे रक  माल के िलए भारत के दरवाजे खोल 

दीिजए। प को फ  यह ह ै क भारत-अमे रक  ापार म जो 30 अरब डा◌ॅलर का असंतुलन आ गया ह,ै वह कैसे दरू हो। 
 

मोदी ने भी प को खुश करन ेम कोई कसर नह  छोड़ी। उ ह ने अमे रका म कायरत भारतीय  के एच1बी वीज़ा क  बात छेड़ी ही नह । पांच 

लाख वासी भारतीय िजस बात से भािवत ह ग,े उसका िज  तक न हो, या यह आ यजनक नह  ह?ै शायद मोदी न ेयह सोचा क पहल े

प के साथ ि गत समीकरण बन जाए, उसके बाद इस मुदद्े को छेड़ना ठीक रहगेा। इसी तरह जलवायु समझौते को रदद् करत े ए प न े

भारत पर अरब -खरब  डा◌ॅलर झाड़ने का जो फूहड़ आरोप लगाया था, उस पर मोदी न ेचु पी साध ली। इसी तरह भारत-अमे रक  परमाण-ु

समझौते के िजस मुदद्े पर मनमोहन-सरकार िगरत-ेिगरत ेबची, वह आज भी अधर म य  लटका आ ह?ै यह सवाल भी रह गया। 
 

जहा ं तक पा क तान का  ह,ै उस पर अमे रका जबद त जबानी जमा-खच करता रहा ह।ै पा क तान को आतंक  रा  बनाने क  सारी 

िज मेदारी अमे रका और सऊदी अरब क  ह।ै पहल ेमुजािहदीन और तािलबान का समथन या अमे रका, सऊदी अरब और पा क तान नह  

करत ेरह ेह? सी रया और इराक म ‘दाएश’ के आतं कय  क  पीठ सबसे पहल े कसने ठ क  थी? अब जब अमे रका आतंकवाद के िखलाफ लड़न े

क  बात कहता ह ैतो वह िसफ उस आतंकवाद के िखलाफ ह,ै जो गोरे रा  म खून बहाता ह।ै उसने अफगािन तान म भारत क  भूिमका क  

तारीफ भी इसीिलए क  ह ै क अफगान-आतंक के तार यूरोप और अमे रका तक फैले ए ह। अमे रका को भारत-िवरोधी आतंक क  कोई चता 

नह  ह।ै उसने सला दद्ीन को िव -आतंक  घोिषत करके कौन-सा तीर मार दया ह।ै हा फज सईद के िसर पर तो करोड़  डा◌लॅर का इनाम ह ै

ले कन, उसका कोई बाल भी बांका नह  कर पाया। 
 

क मीर के सवाल पर भी अमे रका दिुवधा म ह।ै सला दद्ीन वाल ेबयान म उसने ‘ज म-ूक मीर’ को ‘भारत ारा शािसत े ’ बताया ह।ै 

भारत सरकार को इस बयान का िवरोध करना चािहए। प और मोदी ने जो-जो घोषणाए ंइस मुलाकात के दौरान क  ह, अगर उ ह ऊपरी 

तौर पर देखा जाए तो ऐसा लगगेा क अमे रका के िम  के प म पा क तान क  जगह अब भारत ल ेरहा ह।ै अमे रक  िहत  क  र ा के िलए 

भारत अब दि ण एिशया, पि म एिशया और आ ेय एिशया म अि म द त ेक  तरह काम करेगा जब क चीन और पा क तान क  भारत-

िवरोधी िमलीभगत को काटने के िलए अमे रका पूरी ताकत लगा देगा। प के दौरान भारत-अमे रक  संबंध बुश और ओबामा के दौर से भी 

बेहतर ह गे। यह सतही सोच ह।ै अंतररा ीय राजनीित म जो गहरे उतरे ए ह, व ेइस फसलपट्टी पर फंूक-फंूककर कदम रखने क  ही सलाह 

दगे। 
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िस म सिहत पूव र म एडीबी क  िच का मह व 

जब िस म से लगी अंतररा ीय सीमा पर चीन और भारत के बीच सै य गितरोध जारी ह,ै एिशयाई िवकास बक (एडीबी) ने िस म सिहत 

पूव र के रा य  क  प रयोजना  के िलए धन देने क  तैयारी दखाई ह।ै यह घटना म इसिलए मह वपूण ह,ै य क िव  बक सिहत 

अंतररा ीय िव ीय सं थाए ंभारत के िववादा पद सीमा वाल ेिह स  के कसी ोजे ट म धन लगान ेके ित अिन छुक रहती थ । इसके पीछे 

चीन का दबाव भी कारण रहा ह।ै फर 1962 के यु  के बाद हमारी सरकार  ने जान-बूझकर चीन से लग ेसीमावत  इलाक  म मूलभूत ढांचे के 

िवकास क  अनदेखी क । इसके पीछे उदद्े य यह था क चीन के कसी दु साहस के िखलाफ यह ाकृितक अवरोध का काम करे। जब चीन न े

अपनी तरफ के िह से म तेजी से िवकास कर सै य दिृ  से बढ़त हािसल कर ली तो हम भी यह नीित छोड़नी पड़ी।  

फर 1992 म अथ व था खोलन ेके बाद देश ने अगल ेदशक म जो आ थक र तार पकड़ी उसके कारण उसका आ मिव ास भी काफ  बढ़ा। 

चीनी सैिनक  ारा बार-बार सीमा का उ लंघन करना भी नीित बदलन ेका कारण रहा ह।ै उ ह रोकन ेके िलए पु ता मूलभूत ढांचे क  ज रत 

से कौन इनकार कर सकता ह।ै एडीबी का यह फैसला भारत म जापान के दतू कजी िहरामा सु के दो माह पहल ेके बयान के बाद आया ह ै क 

उनका देश पूव र भारत म मूलभूत ढांचे के िवकास म योगदान देना चाहता ह।ै अब भारत और अमे रका के बढ़ते र त ेऔर संयु  प से 

चीन को चुनौती मानने के बाद एडीबी न ेभारत के िलए नई कं ी ैटेजी बनाते ए उसके अ प िवकिसत रा य  म मूलभूत ढांचे के िवकास म 

पैसा लगाने का फैसला कया ह।ै एडीबी के कं ी डायरे टर केिनची योकोयामा ने कहा क इसी नीित के तहत पूव र के रा य  को अ प 

िवकिसत रा य  क  ेणी म रखकर मदद दी जा सकती ह।ै दरअसल, दिुनया माथा देखकर ही ितलक लगाती ह।ै जब हमारी नीित चीन के 

सामने दबकर चलन ेक  थी, उसके डर से हमने अपन ेही सीमावत  इलाक  म िवकास रोककर रखा था तो अंतररा ीय एजिसय  को भी ऐसे 

ोजे ट म हाथ डालन ेम आशकंा नज़र आती थी। अब जब हमने आ मिव ास दखाकर वहां िवकास का बीड़ा उठाया ह ैऔर िविभ  मुदद्  

पर चीन का िवरोध करन ेका साहस दखाया ह ैतो ऋणदाता एजिसय  का भी रवैया बदला ह।ै 
 

                                                                                                 Date: 01-07-17 

चीन स ेचुनौती 

आन ेवाल ेवष  म अंतररा ीय तर पर भारत के सामने सबसे बड़ी चुनौती होगी चीन के उ व और उसक  बढ़ती आ ामकता से िनपटना। 

चीन ने गत स ाह िस म म सीमा पर एक मामूली ख चतान के मौके पर सन 1962 के यु  क  याद दलाकर यह अहसास करा दया ह।ै इस 

कार उसने एक तरह से भारत क  मौजूदा सै य मता  को ही दर कनार कर दया। बहरहाल अगर हम बहरे नह  ह तो हम चीन के 

सावजिनक िवरोध दशन म लगातार बढ़ते दंभ को महसूस करना होगा। यह दंभ िनजी बातचीत म भी झलकता रहता ह।ै चीन के वाताकार  

ने भारतीय समक  से यह कहना जारी रखा ह ै क दोन  अथ व था  के आकार म पांच गनु ेका अंतर ह।ै उनका प ï कहना ह ै क भारत 

को चीन क  े ïता को वीकार करना चािहए और उसी िहसाब से वहार करना चािहए।भारत ने अब तक कसी भी तरह के शि  

असंतुलन को खा रज कया ह।ै वरना वह वन बे ट वन रोड को लेकर हाल म ए स मेलन से दरूी नह  बनाता। बहरहाल हाल के दशक  म 

भारत के बेहतर आ थक दशन और सूचना ौ ोिगक  सेवा  क  बदौलत उसक  वैि क छिव चाह ेिजतनी बेहतर ई हो ले कन स ाई 
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यही ह ै क भारत और चीन के बीच शि  संतुलन लगातार िबगड़ता जा रहा ह।ै इस असंतुलन को ापार, पूंजी वाह, ौ ोिगक  मता , 

सै य शि , अकादिमक े ïता और संसाधन  क  प चं आ द के मामले म आसानी से महसूस कया जा सकता ह।ै वन बे ट वन रोड और चीन 

के ित अमे रक  रा पित डॉन ड ंप के नरम ख जैसे कूटनियक मसल  म भी इस असंतुलन को साफ तौर महसूस कया जा सकता ह।ै इसके 

अलावा चीन न ेदि ण चीन सागर म अपना सै य ठकाना कायम करन ेम भी कामयाबी हािसल क  ह।ै ल बोलुआब यह ह ै क फलहाल कोई 

उसे चुनौती देन ेक  बात शायद ही सोच पाए। फलहाल आम धारणा यही ह ै क नर  मोदी क  ि गत कूटनीितक शैली क  बदौलत भारत 

का अंतररा ीय कद मजबूत आ ह।ै  

हो सकता ह ैऐसा आ हो ले कन इससे इस बात पर कोई फक नह  पड़ता ह ै क ि प ीय ापार के मामल ेम हमारे और चीन के बीच 

जबरद त असंतलुन ह।ै इस ापार का झान भी औपिनवेिशक ह,ै यानी क े माल क  आपू त करना और तैयार माल आयात करना। चीन क  

कंपिनय  ने भारतीय बाजार म अ छा खासा दखल बना िलया ह।ै चीन न ेअंतररा ीय तर पर प रवहन संपक कायम कए ह जो उसे म य 

एिशया के देश  से गैस हािसल करन ेम मदद करगे। उसने हद महासागर म अपनी भौगोिलक प चं भी बढ़ा ली ह।ै सै य संदभ म देख तो गत 

पांच साल  म भारतीय नौसेना ने आठ यु पोत शािमल कए ह। 

 इस अविध म चार पुरान ेयु पोत  क  सेवा समा  भी क  गई ह।ै जब क इस दौरान चीन ने 30 यु पोत अपन ेबेड़े म शािमल कए ह। इनम से 

एक ितहाई से यादा पोत उसके दि णी बेड़े म ह। भारत अभी भी अपन ेलड़ाकू िवमान आयात करता ह ैजब क चीन पांचव  पीढ़ी के लड़ाकू 

िवमान बना रहा ह।ै ित बत म चीन िन मत रेलवे लाइन और सड़क  न ेउसक  सै य प रवहन मता म नाटक य इजाफा कया ह।ै जब क इस 

दशा म भारत क  गित बेहद धीमी और आधी-अधूरी ह।ै सीमा को लेकर भारत का र ा मक ख अभी कड़ े ितरोध का ह ैले कन उस मोच 

पर भी संवेदनशीलता बरकरार ह।ै इस बीच देश के तमाम बड़े पड़ोसी देश  ने भारत क  तुलना म चीन के साथ अिधक मजबूत सै य और 

ापा रक र त ेकायम कर िलए ह।  

ससे अिधक िचढ़ाने वाली बात या होगी क चीन ज म ूक मीर म भारतीय े  म राजमाग और पाइपलाइन का िनमाण कर रहा ह।ै य ेसारी 

बात इस ओर इशारा करती ह क भारत क  ितरोध मता कमजोर ह।ै ऐसे शि  असंतलुन से जूझ रह े कसी भी देश क  ओर से आदश 

ित या होनी चािहए साझदेार  क  तलाश। ले कन तालमले के साथ काम कर रह ेदेश (जैसे भारत और अमे रका हद महासागर म चीन क  

पनडुि बय  को रोकन ेके िलए कर रह ेह) शायद ही कभी ऐसी ताकत को रोक पाते ह । हाल के दन  म भारत के आ थक रकॉड  पर यान 

दया जाए तो यह कहा जा सकता ह ै क ौ ोिगक  और सं थागत मता  के मामल ेम दोन  देश  के बीच का अंतर आग ेऔर गाढ़ होता 

जाएगा। कसी न कसी मोड़ पर भारत क  चीन के ितरोधी क  छिव धूिमल होगी। देश के नीितकार  को या तो यह बात वीकार कर लेनी 

चािहए अथवा उनको दखावे के बजाय कुछ वा तिवक बदलाव  पर काम करना चािहए।
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Why we need nuclear power

Solar power may be price competitive, but it is subject to vagaries of weather
 
Kirit Parikh,The writer is chairman, Integrated Research and Action for Development (IRADe) and former 
member, Planning Commission 

Prime Minister Narendra Modi signed an agreement 
nuclear plants at Kudankulam. Earlier, the government announced an agreement with international companies to set up 
7,000 MW of nuclear plants for Rs 70,000 crore based on our domestic technolo
many commentators.I have long argued that from a long
alive. This is because we are short of oil, gas and even coal. More than 70 per cent of petroleum prod
gas and 20 per cent of coal consumption are based on imports. Our known extractable coal reserves will run out in 
about 40 years if our coal consumption keeps growing as it has over the past 25 years.As a result in the report of the 
expert group on integrated energy policy in 2006 that I chaired, we had argued that for India, from a long
perspective, renewable energy is inevitable and nuclear option should be retained as an insurance. Thus I had applauded 
the Bush-Manmohan Singh agreement on nuclear energy. The energy scene has changed dramatically since then and 
one needs to revisit that conclusion. 

To push renewables, the government launched the National Solar Mission in 2009 with a target of setting up of 20,000 
MW of solar plants by 2022. It was recognised that solar plants would need subsidy through a guaranteed price via feed
in-tariff (FIT) at which solar electricity would be purchased. However, to ensure that the subsidy does not kill 
competition and incentives to cut cost and innovate, the FIT was to be competitively bid. This has worked out beyond 
expectations. In the first auction in 2010, when the expected bid was Rs 15 per unit, the bid came to Rs 13.50. The latest 
bid in May 2017 asks for a FIT of Rs 2.44 per unit for a 
however, some subsidies involved in this. The plant has been provided guaranteed purchase of the power generated and 
the transmission and distribution charges have been waived. Even accounting fo
would be around Rs 3 per unit. This may be compared with the average rate of Rs 3.20 per unit of coal power generated 
by NTPC, which owns some 50,000 MW of coal power plants. Besides, the price of solar photovolt
expected to fall further. 

The threat of climate change and the concern for environmental pollution are likely to constrain the development of 
coal-based plants. Installation of electrostatic precipitators to trap particulate matter, fuel
to reduce local air pollution will increase the cost of coal power. They will still not reduce carbon dioxide (CO2) 
emissions. CO2 emissions can be dealt with by capturing it from the exhaust and storing it underground. Apart
long-term reliability of underground storage of CO2, the cost of carbon capture and storage (CCS) is quite high and 
requires more energy, so the cost of power would be some 30 to 50 per cent higher. Thus India cannot rely on coal 
power for long.Solar power is available only when the sun is shining unless it is stored in some way. In a year, a solar PV 
plant of one KW capacity generates no more than 2,000 KWh of electricity, whereas a coal
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power may be price competitive, but it is subject to vagaries of weather

Kirit Parikh,The writer is chairman, Integrated Research and Action for Development (IRADe) and former 

signed an agreement early June with President Vladimir Putin for two more units of 
nuclear plants at Kudankulam. Earlier, the government announced an agreement with international companies to set up 
7,000 MW of nuclear plants for Rs 70,000 crore based on our domestic technology. Its wisdom has been questioned by 
many commentators.I have long argued that from a long-term perspective India needs to keep the nuclear power option 
alive. This is because we are short of oil, gas and even coal. More than 70 per cent of petroleum prod
gas and 20 per cent of coal consumption are based on imports. Our known extractable coal reserves will run out in 
about 40 years if our coal consumption keeps growing as it has over the past 25 years.As a result in the report of the 

pert group on integrated energy policy in 2006 that I chaired, we had argued that for India, from a long
perspective, renewable energy is inevitable and nuclear option should be retained as an insurance. Thus I had applauded 

reement on nuclear energy. The energy scene has changed dramatically since then and 

To push renewables, the government launched the National Solar Mission in 2009 with a target of setting up of 20,000 
s by 2022. It was recognised that solar plants would need subsidy through a guaranteed price via feed

tariff (FIT) at which solar electricity would be purchased. However, to ensure that the subsidy does not kill 
d innovate, the FIT was to be competitively bid. This has worked out beyond 

expectations. In the first auction in 2010, when the expected bid was Rs 15 per unit, the bid came to Rs 13.50. The latest 
bid in May 2017 asks for a FIT of Rs 2.44 per unit for a 500 MW plant at Bhadla Solar Park 3 in Rajasthan. There are, 
however, some subsidies involved in this. The plant has been provided guaranteed purchase of the power generated and 
the transmission and distribution charges have been waived. Even accounting for all these, the long
would be around Rs 3 per unit. This may be compared with the average rate of Rs 3.20 per unit of coal power generated 
by NTPC, which owns some 50,000 MW of coal power plants. Besides, the price of solar photovolt

The threat of climate change and the concern for environmental pollution are likely to constrain the development of 
based plants. Installation of electrostatic precipitators to trap particulate matter, fuel desulphurisation plants, etc, 

to reduce local air pollution will increase the cost of coal power. They will still not reduce carbon dioxide (CO2) 
emissions. CO2 emissions can be dealt with by capturing it from the exhaust and storing it underground. Apart

term reliability of underground storage of CO2, the cost of carbon capture and storage (CCS) is quite high and 
requires more energy, so the cost of power would be some 30 to 50 per cent higher. Thus India cannot rely on coal 

olar power is available only when the sun is shining unless it is stored in some way. In a year, a solar PV 
plant of one KW capacity generates no more than 2,000 KWh of electricity, whereas a coal-based or nuclear plant can 
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Kirit Parikh,The writer is chairman, Integrated Research and Action for Development (IRADe) and former 

early June with President Vladimir Putin for two more units of 
nuclear plants at Kudankulam. Earlier, the government announced an agreement with international companies to set up 

gy. Its wisdom has been questioned by 
term perspective India needs to keep the nuclear power option 

alive. This is because we are short of oil, gas and even coal. More than 70 per cent of petroleum products, 40 per cent of 
gas and 20 per cent of coal consumption are based on imports. Our known extractable coal reserves will run out in 
about 40 years if our coal consumption keeps growing as it has over the past 25 years.As a result in the report of the 

pert group on integrated energy policy in 2006 that I chaired, we had argued that for India, from a long-term 
perspective, renewable energy is inevitable and nuclear option should be retained as an insurance. Thus I had applauded 

reement on nuclear energy. The energy scene has changed dramatically since then and 

To push renewables, the government launched the National Solar Mission in 2009 with a target of setting up of 20,000 
s by 2022. It was recognised that solar plants would need subsidy through a guaranteed price via feed-

tariff (FIT) at which solar electricity would be purchased. However, to ensure that the subsidy does not kill 
d innovate, the FIT was to be competitively bid. This has worked out beyond 

expectations. In the first auction in 2010, when the expected bid was Rs 15 per unit, the bid came to Rs 13.50. The latest 
500 MW plant at Bhadla Solar Park 3 in Rajasthan. There are, 

however, some subsidies involved in this. The plant has been provided guaranteed purchase of the power generated and 
r all these, the long-term levelised tariff 

would be around Rs 3 per unit. This may be compared with the average rate of Rs 3.20 per unit of coal power generated 
by NTPC, which owns some 50,000 MW of coal power plants. Besides, the price of solar photovoltaic (PV) plants is 

The threat of climate change and the concern for environmental pollution are likely to constrain the development of 
desulphurisation plants, etc, 

to reduce local air pollution will increase the cost of coal power. They will still not reduce carbon dioxide (CO2) 
emissions. CO2 emissions can be dealt with by capturing it from the exhaust and storing it underground. Apart from the 

term reliability of underground storage of CO2, the cost of carbon capture and storage (CCS) is quite high and 
requires more energy, so the cost of power would be some 30 to 50 per cent higher. Thus India cannot rely on coal 

olar power is available only when the sun is shining unless it is stored in some way. In a year, a solar PV 
based or nuclear plant can 
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generate around 7,000 KWh/year per KW of capacity. To provide power when the sun is not shining, we need some 
balancing power. It could be coal-based, gas based, nuclear, hydro power or through stored electricity. 

India’s potential for hydro power is 150,000 MW at 35 per cent load factor that means around 460 billion units per year. 
It is unevenly distributed across months. The generation from run-of-the river plants during the lean month may be as 
low as 10 per cent of generation during the peak month. If the country is to grow at seven or eight per cent till 2050 and 
even where energy efficiency is pushed, we will need around 8,000 bkWh. If we were to push electrical vehicles it could 
be as much as 12,000 bkWh.Thus even when we have fully developed our hydro capacity, we will still need balancing 
power. Since gas has to be imported, it is a limited option. Nuclear plants have been run in the past with more or less 
constant load. However, with some design change it should be possible to run them in a load following mode. France 
has been operating some nuclear plants in this mode.If the cost of battery storage comes down dramatically, we can 
envisage a system running entirely on solar, wind and limited hydro power. However, having some nuclear power helps 
diversify the system and adds to energy security. 

The cost of nuclear electricity will depend on how it is financed. With a capital cost of Rs 10 crore per MW, with a 
debt/equity ratio of 4/1, debt interest of 12 per cent, return on equity of 15 per cent, and annual generation of 7,000 
MWh, the capital charge is Rs 2.10/kWh. The operating cost at 2.5 per cent of capital cost comes to Rs 0.36/kWh and 
fuel cost for pressurised heavy water reactor is Rs 0.16/kWh. The total cost is Rs 2.62/kWh. If we compare these with 
similar financing charges of solar PV with storage that gives 6,000 MWh/year it will cost Rs 2.75/unit and cheap storage 
systems are yet to be developed.Thus, if we can install the nuclear plants without delay and within budget, they are 
economically attractive. The decision to set up 7,000 MW of nuclear plants makes economic sense.

 

                                                                                      Date: 30-06-17 

Making the House rules 

Parliament must codify the legislature’s privileges to prevent misuse of 
power 
 
 M.R. Madhavan, is the president and co-founder of PRS Legislative Research 

The Karnataka Legislative Assembly has found two journalists guilty of breach of its privilege and sentenced them to jail. 
This followed certain articles written by the journalists which were alleged to defame some legislators. This case once 
again raises the question of what should constitute privilege of the legislative bodies.The idea of privilege emerged in 
England as Parliament started to protect itself from excesses by the monarch. It established several rights and privileges 
including the freedom of members of Parliament to freely speak and vote in Parliament (including its committees). 

 The question of privilege 

The Indian Constitution specifies the powers and privileges of Parliament in Article 105 and those of State legislatures in 
Article 194. In brief, they (a) provide freedom of speech in Parliament subject to other provisions of the Constitution and 
standing orders of the House; (b) give immunity for all speeches and votes in Parliament from judicial scrutiny; and (c) 
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allow Parliament (and State legislatures) to codify the privileges, and until then, have the same privileges as the British 
Parliament had in 1950. Till now, Parliament and State legislatures have not passed any law to codify their privileges.The 
power of privilege has been used against journalists in several instances. For example, in 2003, the Tamil Nadu 
Legislative Assembly sentenced the publisher, editor, executive editor and two senior journalists of The Hinduand the 
editor of Murasoli to 15 days’ imprisonment for contempt. The action against The Hindu was taken for three articles that 
described the Chief Minister’s speeches and used words such as “diatribe” and “high-pitched tone”, and an editorial. 

Interestingly, the editorial commented on the privilege motion against the articles and argued that privilege must be 
invoked “only rarely when there is real obstruction to its functioning, and not in a way that sets legislators above 
ordinary comment and criticism.” The journalists obtained a stay on the arrest and the matter was referred to the 
Constitution Bench of the Supreme Court. 

Given this history, there are several issues that need resolution. First, what should be the privileges that protect the 
members of legislatures and the House? How does the privilege power sit with fundamental rights of expression and 
personal liberty? It is clear that members of legislatures should be able to perform their legislative duties without any 
obstruction, and should be free to speak and vote without fear of legal repercussions. Should the privilege extend to 
comments on the individual actions of members? 

Perhaps, it is better to restrict the use of privilege to proceedings of the legislature. Any member who is falsely accused 
of any impropriety can use the defamation route through courts. A further issue is whether the House should have the 
power to sentence a person to a jail term. While the British Parliament continues to have such powers, it has not used it 
since 1880.An even more fundamental question is: what are the privileges? In the absence of a code, how does one 
know whether an action is a breach of privilege or not? Therefore, it is important to codify them. 

In this context, it may be pertinent to note that Australia passed the Parliamentary Privileges Act in 1987. That Act states 
that “words or acts shall not be taken as an offence against a House by reason only that those words or acts are 
defamatory or critical of Parliament, a House, a committee or a member”. However, this protection does not apply “for 
words spoken or acts done in the presence of a House or a committee”.The Act also prescribes a maximum punishment 
of one-year imprisonment and a fine of A$5,000. In 1999, a joint committee of the British Parliament recommended 
codification but this recommendation was overturned by another committee in 2013. 

It is evident that the framers of our Constitution envisaged codification of privileges. In the Constituent Assembly, Dr. 
Rajendra Prasad said, “Parliament will define the powers and privileges, but until Parliament has undertaken the 
legislation and passes it, the privileges and powers of the House of Commons will apply. So, it is only a temporary affair. 
Of course, Parliament may never legislate on that point and it is therefore for the members to be vigilant.” 

Parliament has examined the issue of codification. In 2008, the Committee of Privileges of Lok Sabha felt that there was 
no need for codification. It noted that the House had recommended punishment only five times since the first Lok 
Sabha, and that allegations of misuse of its powers were due to a lack of understanding of its procedures.Given the 
number of such cases, Parliament and Legislative Assemblies should pass laws to codify privilege. It may also be time for 
the courts to revisit the earlier judgments and find the right balance between fundamental rights of citizens and 
privilege of the legislature. The recent case in Karnataka gives another opportunity to examine the issue.

 


